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Velociraptor
Digging Deeper in Linux!

1



© 2020 Velocidex Enterprises

Velociraptor

❏ An advanced, open source endpoint visibility tool.
❏ Open architecture that is flexible and adaptable to new 

requirements.
❏ Implements advanced digital forensics techniques in 

the form of “Artifacts”
❏ Automates the boring stuff
❏ Scales to your entire endpoint fleet !

2



© 2020 Velocidex Enterprises

Who am I?

3

Dr Michael Cohen
● Experienced digital forensic software developer.
● Developer of foundation forensic tools including Volatility and Rekall.
● Former lead developer of Grr Rapid Response at Google Inc.
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What will you need today?

A Linux computer or virtual machine, with admin access.

A copy of Velociraptor from our official release page:
https://github.com/Velocidex/velociraptor/releases

A hunting frame of mind.
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Velociraptor supports 
Windows, Linux and 
MacOS but today we will 
focus on Linux!

https://github.com/Velocidex/velociraptor/releases
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What is Velociraptor?

Velociraptor is a unique DFIR tool, giving you power and flexibility 
through the Velociraptor Query Language (VQL)

VQL is used for everything:

❏ Collecting information from endpoints (also called clients)
❏ Controlling monitoring and response on endpoints
❏ Controlling and managing the Velociraptor server.
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Velociraptor overview

Everything uses the same binary - both clients and server.

❏ The server is controlled via the server configuration file.
❏ The client is controlled via the client configuration file. 

In this lab, we run the server and client on the same machine.

In real cases, we typically deploy a Velociraptor server in the cloud.
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Architecture overview
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Installing Velociraptor

Download the latest Linux binary from our releases page:
https://github.com/Velocidex/velociraptor/releases

It is just an ELF binary that should work on all Linux distributions later 
than about 2018.

wget https://github.com/Velocidex/velociraptor/releases/download/v0.3.8/velo
ciraptor-v0.3.8-linux-amd64

chmod +x velociraptor-v0.3.8-linux-amd64
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https://github.com/Velocidex/velociraptor/releases
https://github.com/Velocidex/velociraptor/releases/download/v0.3.8/velociraptor-v0.3.8-linux-amd64
https://github.com/Velocidex/velociraptor/releases/download/v0.3.8/velociraptor-v0.3.8-linux-amd64
https://github.com/Velocidex/velociraptor/releases/download/v0.3.8/velociraptor-v0.3.8-linux-amd64
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Download Velociraptor
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Configuring Velociraptor

Everything is controlled by a pair of configuration files.

The configuration files contain key data, making them unique (and secure) 
to your deployment.

The server configuration file contains private keys - make sure to secure 
it!

Genering new configuration files is easy:
$ velociraptor config generate -i
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Starting the server

The same binary acts as a server or client depending on configuration 
options.

The previous step generated two files:
client.config.yaml
server.config.yaml

Start the Velociraptor server and frontend:
velociraptor --config server.config.yaml frontend -v
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Starting the server
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Test that the GUI works

Connect to the GUI address mentioned previously:

https://localhost:8889/

Note the certificate error - this is OK. It’s because we chose self-signed 
SSL mode. You can click through the warning for now.

In real deployments we use proper SSL certificates.
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https://localhost:8889/
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Your Velociraptor 
server is ready. 

Now let’s configure 
some clients.
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Creating a debian package

To permanently install the client and server we need to create debian 
packages

velociraptor --config server.config.yaml debian server

velociraptor --config server.config.yaml debian client
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Creating a debian package
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The Dashboard

The Dashboard shows the current state of the installation:

❏ How many clients are connected
❏ Current CPU load and memory footprint on the server.

When running hunts or intensive processing, memory and CPU 
requirements will increase but not too much.

You can customize the dashboard - it’s also just an artifact.
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Clients have a 
persistent 
connection to 
the server. 

They’re ready 
to receive your 
commands.

20
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Interactively investigate

individual clients
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Searching for a client

To work with a specific client we need to search for it.

Press the Search icon to see all the clients
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Search for clients

hostname, label or client ID.
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Client overview

The server collects some high level information about each endpoint.

Click VQL Drilldown to see more detailed information:

❏ Client version
❏ Client footprint (memory and CPU)

You can customize the information collected and shown by editing the 
Generic.Client.Info artifact.
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The Virtual File System (VFS)

The VFS visualizes some server-side information we collect about the 
clients.

Top level corresponds to the type of information we collect:

❏ File - Access the file system using the filesystem API
❏ NTFS - Access the file system using raw NTFS parsing (Windows 

Only)
❏ Registry - Access the Windows Registry using the Registry API 

(Windows Only)
❏ Artifacts - A view of all artifacts collected from the client.
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Refresh directory from 
endpoint

Fetch file contents from 
endpoint
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Exercise: Determine user activity

Task: We suspect a user account had been compromised. Determine 
what the attacker had done.

❏ Useful artifacts include

❏ Bash history

❏ Less history

❏ VIM history
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Timesamp
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Use Velociraptor 

artifacts to automate 

everything
31
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Automate everything!

We can collect information about many things in DFIR cases:

❏ Registry keys, files, WMI queries, sqlite databases … 

But we really just want to answer specific questions:

❏ What program did the attacker run?
❏ What files were downloaded?
❏ Did the user connect to a known malicious C&C?
❏ Did a particular file exist on a client?
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Velociraptor uses expert

 knowledge to find the evidence

A key objective of Velociraptor is encapsulating DFIR knowledge 
into the platform, so you don’t need to be a DFIR expert.

❏ We have high level questions to answer
❏ We know where to look for evidence of user / system activities

We build artifacts to collect and analyze the evidence
in order to answer our investigative questions.
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Velociraptor's superpower: 

user specified artifacts

An artifact is a YAML file …

❏ (therefore user-readable, shareable and editable)
❏ … that answers a question …
❏ … by collecting data from the endpoint …
❏ … and reporting on this data in a human readable way.

Artifacts encode expert knowledge into
human reusable components.
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Exercise: 
Collect all users’ authorized keys

Select Collected Artifacts to view all artifacts previously collected.

Click Collect More Artifacts to open the New Artifact Wizard.

Search for an artifact that fetches authorized keys.

Click Add to add the artifact to the list for collection.

Click Next to start the collection.
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This allows us to 
determine which 
keys provide 
access to which 
user account
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Get the collected data

The artifact is running a VQL query - returning one row per key.

Click Prepare Download to download the results of this artifact collection 
through your web browser (see next slide).

The result is a ZIP file with any collected files and a CSV file of the 
collection results.
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The ZIP file contains a directory structure for each client with the collected artifacts stored in 
csv files.
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Scenario - Admin is leaving

42

❏ Bob is an IT administrator with a lot of access.
❏ Bob just sent his resignation letter.
❏ Which machines of our 25,000 servers/laptops/cloud instances, does 

Bob have access to?
❏ What systems has Bob logged into in the last 2 months?

BTW …..
We don’t have SSO or centralized logging ¯\_(ツ)_/¯
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Query local SSH logs

SSH logins are normally recorded in /var/log/auth.log which is rotated 
periodically. e.g.:

Jan  5 09:56:55 DevBox sshd[1953]: Accepted password for mic from 
192.168.0.5 port 36836 ssh2
We want to parse the logs for this specific message. We could write a 
regular expression 

… but …
Grok is a de facto standard in the world of log parsing ….

43

https://www.elastic.co/guide/en/logstash/current/plugins-filters-grok.html
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Grokking authorization logs

Grok expressions are used to apply 
regex to log lines and capture into 
structured JSON dict
Jan  5 09:56:55 DevBox sshd[1953]: Accepted 
password for mic from 192.168.0.5 port 36836 
ssh2

%{SYSLOGTIMESTAMP:Timestamp} 
%{SYSLOGHOST:logsource} %{SYSLOGPROG}: 
%{DATA:event} %{DATA:method} for (invalid 
user )?%{DATA:user} from %{IPORHOST:ip} 
port %{NUMBER:port} ssh2(: 
%{GREEDYDATA:system.auth.ssh.signature})?

44



© 2020 Velocidex Enterprises45



© 2020 Velocidex Enterprises46

Brute force crackers

Legitimate logins (maybe?)
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Offline analysis

Velociraptors job is just to collect and preserve evidence:

❏ Collect files to the server
❏ Run queries on the endpoint and store result sets on the server

Velociraptor does not index or analyze the results of the queries!
You can export data as Zip files containing 
the CSV or JSON files that were collected for 
offline analysis. You can also export data to 
Elasticsearch and Kibana (ELK stack)



© 2020 Velocidex Enterprises48



© 2020 Velocidex Enterprises

Velociraptor offers many command line tools. e.g.:

List content of the zip files
velociraptor unzip --list F.BOAK95NB8HITQ.zip

Extract and filter collected data as JSON
velociraptor unzip --csv F.BOAK95NB8HITQ.zip 
clients/C.77772029617b302a/artifacts/Linux.Syslog.SSHL
ogin/F.BOAK95NB8HITQ.csv 
--where "AttemptedUser =~ 'mic'"
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Velociraptor command line
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Hunting across

the entire deployment
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What is hunting?

Any artifact that can be collected on a single computer, can be 
simultaneously hunted across the entire network.
A hunt can cover a group of clients, or the whole network.

A hunt will continue running until it expires, or is stopped.

As new machines appear, they automatically join in the hunt.

Downloading the hunt results generates a ZIP file with all the uploaded 
files as well as a large CSV or JSON file with combined results from each 
client in the same file.

52



© 2020 Velocidex Enterprises53



© 2020 Velocidex Enterprises54



© 2020 Velocidex Enterprises55

The ZIP file contains a single CSV file with combined output from all clients
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What access does a Key have?
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A single key can give access to multiple user accounts of many systems. 
Our hunt collects all the authorized keys on our endpoints in a large CSV 
file. We can search for the hosts that the key will allow access to.
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Surgical collection

of evidence

57
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Trying to keep one step ahead

❏ Proactive DFIR work involves trying to keep ahead of current Tools 
Technique and Procedures (TTP)

❏ Reading a lot of blog posts
❏ Following the Mitre Att&ck framework

58

Ultimately we are looking for 
signals we can use to alert when 
an endpoint is compromised.

https://attack.mitre.org/
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Find all un-encrypted private keys

❏ SSH private key files reside in ~/.ssh/id_rsa or ~/.ssh/id_dsa
❏ Encrypted files have a line like:

-----BEGIN RSA PRIVATE KEY-----

Proc-Type: 4,ENCRYPTED

DEK-Info: AES-128-CBC,278B4B1765B49ECF24679ABF589A60CC
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Create a SUID backdoor!

echo 'int main() { setresuid(0,0,0); 
system("/bin/sh"); }' > privshell.c

gcc -o privshell privshell.c

rm privshell.c

chown root:root privshell

chmod u+s privshell

https://medium.com/@airman604/9-ways-to-backdoor-a-linux-box-f5f83bae5a3c

https://medium.com/@airman604/9-ways-to-backdoor-a-linux-box-f5f83bae5a3c
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Hunt for SUID backdoors

Glob recursively for all files 
in a directory

Filter only those files with 
SUID bit enabled.

Could take a while on 
large system - throttle the 
endpoint if needed
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Customizing artifacts

70
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Customizing artifacts

Artifacts simply contain VQL statements.

It’s easy to modify existing artifacts to your needs.

As you learn VQL, you can easily write your own.

Custom artifacts start with the Custom prefix.

You can use official or custom artifacts interchangeably.

You can also contribute your artifacts to the Velociraptor project

71
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Customize Artifacts

The SUID artifact is great but we don't know if someone replaced one of 
the standard binaries

Lets calculate the hash of each SUID binary

This will show us outliers - some machines might have a different hash 
which is not known. Maybe VirusTotal know about it?

We need to edit the Linux.Sys.SUID artifact to add a hash column 

https://www.virustotal.com/
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Process injection

78

Let's test for 
this!
How can we 
detect it?
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Sample code

79

/*
    Atomic Red Team Shared Object Library
    Uses code inspired by Zombie Ant Farm (https://github.com/dsnezhkov/zombieant)

    Compilation
    -------------
    gcc -shared -fPIC -o T1055.so T1055.c
*/

#include <stdio.h>

static void init(int argc, char **argv, char **envp) {
    printf("Loaded Atomic Red Team Library successfully!\n");
}

static void fini(void) {
    printf("Unloading Atomic Red Team preload...\n");
}

__attribute__((section(".init_array"), used)) static typeof(init) *init_p = init;
__attribute__((section(".fini_array"), used)) static typeof(fini) *fini_p = fini;

Copy/Paste this 
code and 
compile it into a 
shared object
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Detect global SO injections

80

How can we detect such process injection?

The Linux.Search.FileFinder artifact can be used to search for 
/etc/ld.so.preload - it should not normally be there
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Let’s launch a long lived process

LD_PRELOAD=/tmp/T1055.so bash

Now delete the shared object to make detection even harder!
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We see that bash is linking a suspicious binary from /tmp which is also deleted!

Note: A binary linking a deleted library is not uncommon - it means the library was 
upgraded without the binary restarting. It also means the binary is still vulnerable if the 
library was updated to fix a security issue so it might be interesting to hunt for.
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Inspecting with the GUI 

The GUI is limited to show only 500 
rows.

For larger result sets prepare and 
download the zip file containing the 
collected CSV files and parse them 
offline. 
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Scenario: Chrome extensions

Chrome extensions can be very dangerous.

They could access all website data including cookies and login 
creds.

They can create XSS opportunities for complete compromise.

Exfil is difficult to spot, since all communications occur over SSL.

Many Chrome extensions have been found to be malicious or 
vulnerable.
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Suspicious extensions?

Chrome extensions ask for permissions - some are dangerous!

❏ videoCapture allows the extension to take videos!
❏ socket allows extensions to make outbound connections!

It is worthwhile auditing 
chrome extensions in 
your organization with 
powerful permissions!
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Suspicious chrome extension!

So you found a suspicious looking chrome extension?

Upload the extension to the server for closer inspection, using the artifact:

Linux.Applications.Chrome.Extensions.Upload

90

Warning! This artifact gets all the files in all 
the extensions this could be huge! 

On my system it yields over 400Mb!



© 2020 Velocidex Enterprises91



© 2020 Velocidex Enterprises92



© 2020 Velocidex Enterprises93

Velociraptor resource management

❏ Velociraptor is careful about the resource usage on 
the endpoint
❏ Queries are timed out in 10 minutes by default

❏ Queries can be rate limited on the endpoint - a notional ops/sec 

can be specified.

❏ An op is a row or 1mb of scanned data
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Event artifacts and 

endpoint monitoring

95
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What are event artifacts?

Event artifacts are never-ending VQL queries that watch for events on 
clients and stream those events to the server.

Example: 

Generic.Client.Stats
VQL pluginQuery

Rows
Partial Result 
Sets

96

Samples CPU and Memory 
footprint every 10 seconds 
and streams to the server
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Scenario: SSH login

Monitor all endpoints for successful SSH connections.

As soon as a new SSH session starts, stream an event log to the server.

Now even if the attacker removes local log files we have this important 
information in a central location.
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Process execution logs

❏ Collecting process execution is a very powerful technique
❏ It is possible to isolate many anomalies, particularly for servers with predictable loads

❏ Examples:
❏ Apache spawning bash -> execve vulnerability in PHP scripts or webshell
❏ sshd spawning scp or sftp or rsync -> remote exfiltration of data

❏ On Linux process execution is logged by the kernel primarily via 
auditd.

❏ Velociraptor can parse auditd logs or act as an auditd broadcast 
receiver by itself.

❏ Either way auditd must be installed in order to enable the audit rules
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Install auditd policy

Watch for events

Enrich event data
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Velociraptor simply reports process execution logs from the endpoint to the server

Advanced topics
● We can now forward these events to a SIEM like Elasticsearch
● We can write server monitoring artifacts to monitor the stream of events for bad 

patterns and alert/escalate further.
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Apply what you learned

Investigations involve answering questions about our endpoints.

Velociraptor enhances your visibility into the state of your endpoints 
answering those questions effortlessly and quickly. 

105

What questions do you want to answer 
about your network?
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Dig Deeper!

106

❏ Today’s workshop is an introduction level.
❏ Velociraptor’s power comes from its open architecture and powerful 

query language.
❏ Learning how to write your own queries and integrate with 

Velociraptor’s API opens huge possibilities for customization to your 
specific requirements!

See the documentation site Velociraptor Docs 

Further training opportunities Training Schedule

https://www.velocidex.com/docs/
https://www.velocidex.com/training/
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Start hunting today

107

❏Download Velociraptor from our GitHub repository.

❏ Join the mailing list at velociraptor-discuss@googlegroups.com 

❏ Join our Discord Channel at https://www.velocidex.com/discord

❏ Leave feedback at http://feedback.velocidex.com/

❏Contribute back with your feedback and ideas.

https://github.com/Velocidex/velociraptor
mailto:velociraptor-discuss@googlegroups.com
https://www.velocidex.com/discord
https://feedback.velocidex.com/

