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Velociraptor
Digging Deeper!
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This is a sample module from our 
full “Enterprise Hunting and Incident 
Response” course.

Register for the full course at 
https://www.velocidex.com/training/

https://www.velocidex.com/training/
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Forensic Analysis with VQL Pt1

Digging deeper in Windows
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Module overview

Velociraptor implements many forensic capabilities in VQL

This module will focus on typical forensic analysis and deep inspection 
capabilities. We will learn how to put the capabilities together to produce 
effective artifacts and when to use those.

This module will not use Velociraptor’s GUI or even the client/server mode 
since we are focused on the techniques themselves. Later we can 
leverage the same VQL across the network at scale, and effectively hunt 
for artifacts across our infrastructure - keep this in mind through this 
module.
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Searching for files - glob()
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One of the most common operations in DFIR is searching for files 
efficiently.

Velociraptor has the glob() plugin to search for files using a glob 
expression.

Glob expressions use wildcards to search the filesystem for matches.

❏ Paths are separated by / or \ into components
❏ A * is a wildcard match (e.g. *.exe matches all files ending with .exe)
❏ Alternatives are expressed as comma separated strings in {}

❏ e.g. *.{exe,dll,sys}
❏ A ** denotes recursive search. 

❏ e.g. C:\Users\*\**.exe
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Exercise: Search for exe
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Search user’s home directory for binaries.

SELECT * FROM glob(globs='C:\\Users\\**\\*.exe')

Note the need to escape \ in strings. You can use / instead and specify 
multiple globs to search all at the same time:

SELECT * FROM glob(globs=['C:/Users/**/*.exe', 

                          'C:/Users/**/*.dll'])
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Exercise - RunOnce artifact

Write an artifact which hashes every binary mentioned in Run/RunOnce 
keys.

“Run and RunOnce registry keys cause 
programs to run each time that a user logs on.”

MSDN
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Raw registry parsing

In the previous exercise we looked for a key in the 
HKEY_CURRENT_USER hive.

Any artifacts looking in 
HKEY_USERS using the 
Windows API are limited to the 
set of users currently logged 
in! We need to parse the raw 
hive to reliably recover all 
users.
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Raw registry parsing

Each user’s setting is stored in:
      C:\Users\<name>\ntuser.dat

It is a raw registry hive file format. We need to use 
raw_reg accessor.

The raw reg accessor uses a URL scheme to access the 
underlying file.
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Searching data
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Searching data

A powerful DFIR technique is searching bulk data for 
patterns
❏ Searching for CC data in process memory
❏ Searching for URLs in process memory 
❏ Searching binaries for malware signatures
❏ Searching registry for patterns

Bulk searching helps to identify evidence without 
needing to parse file formats
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YARA - The swiss army knife

YARA is a powerful keyword scanner 
Uses rules designed to identify binary patterns in bulk 
data
YARA is optimized to scan for many rules 
simultaneously.
Velociraptor supports YARA scanning of bulk data (via 
accessors) and memory.

yara() and proc_yara()
15

https://github.com/VirusTotal/yara
https://www.velocidex.com/docs/vql_reference/plugin/#yara
https://www.velocidex.com/docs/vql_reference/windows/#proc-yara
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YARA rules

rule X {
   strings:
       $a = “hello” nocase
       $b = “Goodbye” wide 
       $c = /[a-z]{5,10}[0-9]/i

   condition:
       $a and ($b or $c)
}
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Exercise: drive by download

You suspect a user was compromised by a drive by download (i.e. they 
clicked and downloaded malware delivered by mail, ads etc).

You think the user used the Edge browser but you have no idea of the 
internal structure of the browser cache/history etc.

Write an artifact to extract potential URLs from the Edge browser directory 
(also where is it?)
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Step 1: Figure out where to look

Looks like somewhere in C:\Users\<name>\AppData\Local\Packages\Microsoft.MicrosoftEdge_*/**
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Step 2: Recover URLs

We don't exactly understand how Edge stores data but we know roughly 
what a URL is supposed to look like!

Yara is our sledgehammer !

rule URL { 
  strings: $a = /https?:\\/\\/[a-z0-9\\/+&#:\\?.-]+/i  
  condition: any of them
}
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Step 3: Let’s do this!
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YARA best practice

You can get yara rules from many sources (threat intel, blog posts etc)

YARA is really a first level triage tool:

❏ Depending on signature  many false positives expected
❏ Some signatures are extremely specific so make a great signal

Try to collect additional context around the hits to eliminate false 
positives.

Yara scanning is relatively expensive! consider more targeted glob 
expressions and client side throttling since usually YARA scanning is not 
time critical.
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NTFS Analysis
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NTFS overview

NTFS is the standard Windows filesystem. 
❏ All files are represented in a Master File Table
❏ Files can contain multiple attributes:

❏ Filename (Long name/Short name)
❏ Data attribute – contains file data
❏ I30 attribute (contains directory listing)

❏ Data attributes may be compressed or sparse
❏ Filename attributes contain their own timestamps
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The Master File Table

The NTFS file system contains a file called the master file 
table, or MFT. There is at least one entry in the MFT for 
every file on an NTFS file system volume, including the 
MFT itself. All information about a file, including its size, 
time and date stamps, permissions, and data content, is 
stored either in MFT entries, or in space outside the MFT 
that is described by MFT entries.
https://docs.microsoft.com/en-us/windows/win32/fileio/master-file-table
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https://docs.microsoft.com/en-us/windows/win32/fileio/master-file-table
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NTFS Concepts

https://www.fireeye.com/blog/threat-research/2012/10/incident-response-ntfs-indx-buffers-part-4-br-internal.html
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https://www.fireeye.com/blog/threat-research/2012/10/incident-response-ntfs-indx-buffers-part-4-br-internal.html
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Velociraptor’s NTFS support

Velociraptor has 2 accessors providing access to NTFS
❏ ntfs - Supports Alternate Data Streams in directory 

listings.
❏ lazy_ntfs - much faster but does not detect ADS.

Due to these accessors it is possible to operate on files 
in the NTFS volume using all the usual plugins.

27
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The NTFS accessor considers all paths to begin 
with a device name. For convenience the accessor 
also accepts a drive letter.

The NTFS accessor makes NTFS specific 
information available in the Data field. For regular 
files it includes the inode string.
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Volume Shadow Copies

NTFS allows for a special copy on write snapshot feature 
called “Volume Shadow Copy”. 

Create a VSS copy on your own machine using WMI:

On Windows server OS 
you can use:
vssadmin create shadow
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NTFS accessor and VSS

When a VSS copy is created, it is accessible via a 
special device. Velociraptor allows the VSS copies to be 
enumerated by listing them at the top level of the 
filesystem.

At the top level, the accessor provides metadata about 
each device in the “Data” column, including its creation 
time.

30



© 2020 Velocidex Enterprises31



© 2020 Velocidex Enterprises32

Operating on VSS

Simply use the VSS device name as a prefix to all paths 
and the ntfs accessor will parse it instead.

You can use it to analyze older versions of the drive!
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Parsing the MFT

You can download the entire $MFT file from the endpoint 
using the ntfs accessor, then process it offline.

You can also parse the $MFT on the endpoint using 
Velociraptor.

This is most useful when you need to pass over all the 
files in the disk - it is more efficient than a recursive glob 
and might recover deleted files.

34
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Exercise: Find all .exe on the drive

Efficiently find all .exe on disk that were created after Jan 20, 2020
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MFT Entries

An MFT Entry can have multiple attributes and streams
The previous plugin just shows high level information 
about each MFT entry - we can dig deeper with the 
parse_ntfs() plugin which accepts an mft ID.

Choose a file of interest in the previous output and 
inspect it deeper.

37
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An inode is a triple of 
mft id, type id and id

e.g. 974-16-0

representing a stream 
of data
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NTFS timestamps

An MFT entry can have up to 16 timestamps!

Timestamps are critical to forensic investigations

❏ Determine when files were copied
❏ When files were modified
❏ And sometimes we can determine when a file was accessed

In NTFS there are timestamps

In $STANDARD_INFORMATION stream (usually only 1)
In the $FILENAME  stream (sometimes 2 or 3)
In the $I30 stream of the parent directory (see later)
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Timestomping
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Attackers sometimes change the timestamps of files to make them less 
obvious. E.g make malware look like it was installed many years ago.

For the next exercise we will stomp over some times. Use the provided 
TimeStomper tool to stomp over Velociraptor.exe’s timestamps. 

https://github.com/slyd0g/TimeStomper

https://posts.specterops.io/revisiting-ttps-timestomper-622d4c28a655

https://github.com/slyd0g/TimeStomper
https://posts.specterops.io/revisiting-ttps-timestomper-622d4c28a655
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Exercise: Detect timestomping 

Write an artifact that detects when a file has had its time stomped.

Note: This is not necessarily a smoking gun - many installers will update 
a file’s timestamps during installation.

http://www.forensickb.com/2009/02/detecting-timestamp-changing-utlities.html
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http://www.forensickb.com/2009/02/detecting-timestamp-changing-utlities.html
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Many binaries are timestomped naturally because they come from CAB or MSI files.
To eliminate noise you can narrow the created time from the $FILE_NAME attribute 



© 2020 Velocidex Enterprises

The $I30 INDX stream

In NTFS a directory is simply an MFT entry with $I30 
streams. The streams contains a B+ tree of the MFT 
entries in the directory.

Since INDX streams are a B+ tree when a record is 
deleted, the tree will be reordered. Sometimes this 
leaves old entries in the slack space.
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INDX stream is allocated in 4096 bytes. Contains information 
about the directory contents.
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Carving INDX headers
https://www.fireeye.com/blog/threat-research/2012/10/incident-response-ntfs-indx-buffers-part-4-br-internal.html
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https://www.fireeye.com/blog/threat-research/2012/10/incident-response-ntfs-indx-buffers-part-4-br-internal.html
https://www.fireeye.com/blog/threat-research/2012/10/incident-response-ntfs-indx-buffers-part-4-br-internal.html
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Exercise: Experiment with $I30 carving

Add and remove files from a directory and observe which files can be 
carved from the $I30 stream.

See previous slide to verify the process.
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Exercise: Write an artifact

Sometimes we need to prove that a file used to exist in a 
directory - just the presence of the name and timestamps is 
significant!

Example:
❏ FIN8 deletes prefetch files https://attack.mitre.org/techniques/T1107/

Write an artifact that recovers the filenames of deleted files in 
directories.
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https://attack.mitre.org/techniques/T1107/
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Exercise: Write an artifact

SELECT * FROM foreach(
   row={
     SELECT FullPath, Data.mft AS MFT
     FROM glob(globs= DirectoryGlobs, accessor="ntfs")
     WHERE IsDir
   },
   query={
     SELECT FullPath, Name, NameType, Size, AllocatedSize,
            IsSlack, SlackOffset, Mtime, Atime, Ctime, Btime, MFTId
     FROM parse_ntfs_i30(device=FullPath, inode=MFT)
})

50



© 2020 Velocidex Enterprises

End of sample module

Register for the full course on our training page

https://www.velocidex.com/training/
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https://www.velocidex.com/training/

